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CYBER PROTECTION FOR GROWING BUSINESSES

SMALLIN SCALE,
BIG IN RISK

Threat actors now target any business,
regardless of size. Protect your
organization with InsureGuard —

a comprehensive cybersecurity suite
for growing businesses.
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The escalating cyber

threats faced by most

businesses today

Growing businesses are highly prone to cyberattacks in today’s
environment, yet their cybersecurity remains alarmingly limited.

The average impact of a data
breach on organizations with
fewer than 500 employees is
$3.31 million.

Empowering Businesses with
Advanced Cybersecurity

61% of SMBs were the target
of a cyberattack in 2023.
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Employees of small businesses
experience 350% more social
engineering attacks than larger
enterprises.

Group-IB’s InsureGuard is an essential cybersecurity package for all
businesses, offering maximum resilience with minimum investment.

What do you get with InsureGuard?

High-value cybersecurity package

Ensure comprehensive coverage at a cost-effective
package of USD 30,000++.

Price may differ based on prevailing taxes of
each territory and selected providers’ respective
Managed Services fees.

Managed Detection Services

Choose from Group-IB’s extensive list of Managed
Security Service Provider (MSSP) Partners for
Continuous Monitoring and Managed Detection
Services.

Onboarding and integration

Receive expert assistance for onboarding and
integrating InsureGuard, ensuring seamless setup
to respond to your business’s cybersecurity needs
immediately.

Terms & Conditions

InsureGuard is available for the APAC region, extending coverage to territories
including Australia, Brunei, Cambodia, Hong Kong, Indonesia, India, Japan, Laos,
Macau, Malaysia, New Zealand, Philippines, Singapore, South Korea, Taiwan,
Thailand and Vietnam.
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Inclusions

200 Extended Detection and Response (XDR)
Yearly Cloud Licenses (Base Package)*
to secure your:

* Working devices like desktop computers, laptops,
virtual machines, and servers

e Email
* Network

* Malware Detonation

Up to 250 hours of Digital Forensics & Incident
Response (DFIR)? Per Security Incident Per
Year for:

» 247 Monitoring & Containment
* In-Depth Forensics & Malware Analysis

* Remediation & Recovery Strategy

* Additional licenses beyond the initial 200 can be obtained based on the
organization’s employee count. Please consult your provider.

2Digital Forensics and Incident Response (DFIR) services do not apply to incidents

occurring before the installation of Managed Extended Detection and Response
(XDR). A one-month interim period from the date of complete installation of all
licenses is required for the activation of DFIR.



Why choose Group-IB
InsureGuard for your
business?

O

Know the cyber threats and actors most
likely to affect your business

Group-IB’s Threat Intelligence is the industry’s
largest adversary-centric intelligence and
enhances our Extended Detection and Response
(XDR) solution by feeding critical, tailored threat
insights for prompt detection capabilities.

Additionally, Extended Detection and Response
(XDR) offers access to the Security Data Lake
to ensure comprehensive coverage and deeper
analysis of security events.
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Maintain continuous protection across
your digital channels

Group-IB’s Extended Detection and Response
(XDR) offers the widest cybersecurity coverage,
securing your corporate email, network, and
working devices such as desktop computers,
virtual machines and servers.
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Have Group-IB’s expert Digital Forensics
and Incident Response (DFIR) team at your
service

Our Extended Detection and Response (XDR)
solution provides comprehensive coverage and
ensures no threat goes undetected. But our
commitment does not end there. In the event of
a Security Incident, your business will be backed
by our on-guard Digital Forensics and Incident
Response (DFIR) team, who will immediately
intervene to block and mitigate attacks and
eliminate potential harm.

With 1,400+ global investigations and 70,000+
hours of incident response experience, our global
experts ensure your business stays safe.
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Save on Time, Cost, and Resource
Investments

With InsureGuard, manage it all, 24x7x365, with
the help of top-notch experts and technologies.
Save costs and activate advanced cybersecurity,
all with a single-cost investment.



Technology that lays the bedrock
for end-to-end cyber protection

EXTENDED DETECTION AND RESPONSE (XDR) BY GROUP-IB

-~ XDR DATA LAKE

Endpoint Detection
and Response

* Provides control and
protection against targeted
attacks on computers, laptops
and servers.

e Collects contextual
information, detects malicious
activity, and responds
effectively.

GROUP-IB XDR >

Activity data: telemetry, metadata,

logs, NetFlow, etc.

Business Email Protection

* Group-IB’s patented
cybersecurity technology
protects against spam,
phishing, malware and
advanced attacks.

* Available as an on-premises
or fully cloud-based solution.

High-level stages of Incident Response

247 Monitoring

and Containment .

* Round-the-clock
monitoring and
notification by Group-
IB’s service partners.

e Group-IB’s in-house
Extended Detection and
Response (XDR) solution
enables:

- Advanced protection.

- Rapid collection of
forensic data.

- Containment of
compromised hosts.
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In-Depth Forensic

and Malware
Analysis

e Forensic analysis of both
volatile and non-volatile

data.

e In-depth analysis of
identified malware.

chain used by attacker.

« Recommendations
on how to strengthen
infrastructure against
future attacks.

Full reconstruction of kill

API/SYSLOG

Network Traffic Analysis

* Analyzes incoming and
outgoing data packages.

* Detects infected device
interactions, network
anomalies and device
behavior anomalies.

Building

. Remediation and

Recovery Strategy

* Detailed attack lifecycle
reconstruction based on
in-depth forensic and
malware analysis.

Incident response

team able to uncover
and understand the
affected infrastructure’s
weaknesses and
detection gaps.

e Proper remediation and
recovery strategy for
your technical personnel.



Founded in 2003 and headquartered in Singapore, Group-IB is
a leading creator of cybersecurity technologies to investigate,
prevent, and fight digital crime.

About
Group-IB

250+

team of digital crime fighters

80%

of our team consists of
special technical experts

8 Gold

Cybersecurity Excellence
Awards (2022)

#1

Incident Response
Retainer vendor

60

countries

Digital Crime
Resistance Centers

in every region of presence
(Europe, Asia-Pacific, Central
Asia and Middle East)

$1 bin

saved by our client

ASEAN Region

2023 Awards

companies through our
technologies

* According to Cybersecurity Excellence Awards

Global partnerships

INTERPOL
EUROPOL
AFRIPOL

Technologies
and innovations

Intelligence-
driven services
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Top Women in Security

1,400+

successful high-tech crime

investigations
in 60+ countries

Recognized by top industry experts

FORRESTER’

Gartner.

Cybersecurity

» Threat intelligence

¢ Attack surface management

* Email protection

* Network traffic analysis

* Malware detonation

« Endpoint detection and
response (EDR)

* Extended detection and
response (XDR)

Audit & Consulting

Education & Training

DFIR

¢ Incident Response
¢ Incident Response
Retainer

Managed Services

High-Tech Crime
Investigation

AiteNovarica

IDC

Anti-fraud

¢ Client-side anti-fraud

¢ Adaptive authentication

* Bot prevention

e Fraud intelligence

« User and entity behavior
analysis

e Security Assessment
» Penetration Testing

* For technical specialists
» For wider audiences

* Incident Response
Readiness Assessment
« Compromise Assessment

* Managed Detection
* Managed Threat Hunting

» Cyber Investigation
* Investigation Subscription
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Brand protection

* Anti-phishing

* Anti-piracy

¢ Anti-scam

¢ Anti-counterfeit

¢ Protection from data
leaks

* VIP protection

* Red Teaming
» Compliance & Consulting

« Digital Forensics
« eDiscovery

* Managed Response



Preventing and investigating
cybercrime since 2003

CONTACT US TO LEARN MORE ABOUT LAB@GROUP-IB.COM
INCIDENT RESPONSE SERVICES

+65 3159 3798

GROUP-IB.COM



