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PRODUCT OVERVIEW

THREAT
INTELLIGENCE

SLleercharge security and defeat attacks
dore they begin with knowledge of how
and when you will be attacked

GROUP-IB.COM


http://group-ib.com

Group-IB Threat Intelligence provides unparalleled
insight into your adversaries. Integrate the intelligence
to maximize the performance of every component

of your security ecosystem. Equipping your team

with Group-IB’s strategic, operational, and tactical
intelligence streamlines security workflows and
increases efficiency.

Benefits
of Group-IB

Comprehensive sources

Maximize visibility with the industry’s
broadest coverage of intelligence sources
continuously collected by Group-IB’s
Unified Risk Platform.

Extensive capabilities

Leave no question unanswered. Equip your
team with the broadest range of research
tools and analyst teams on the market.

Most trusted

Only Group-IB has cooperation agreements
with Interpol, Europol and local law
enforcement worldwide to identify and
takedown threat actors.

Unlimited access

Reduce costs and potential bottlenecks with
unlimited numbers of users and API usage.
The team is on hand to help configure
custom integrations.

Complete suite

For complete protection Group-IB’s Unified
Risk Platform also provides Attack Surface
Management, Digital Risk Protection, and
Managed XDR solutions.

GROUP-IB.COM

Strategic intelligence

Revolutionize risk management with bespoke on-demand, and regular
monthly and quarterly threat reports written by analysts specifically
for the board and executive business cases

Enable growth with actionable threat intelligence before expanding
into a new region [ business line, and get industry-specific threats
before digital transformation

Lower the cost of cyber security by avoiding unnecessary purchases
and postponing upgrades by maximizing the efficacy of your existing
security investment

Operational intelligence

Transform security and adapt instantly, use the insights to block
malicious network and endpoint activity the moment it is first
observed anywhere in the world

Identify and remove weaknesses before they are exploited by
conducting Red Teaming with detailed knowledge of threat actor’s
tools, tactics and processes

Automate workflows and improve team efficiency by enriching your
SIEM, SOAR, EDR and vulnerability management platforms with out-
of-the-box integrations for Group-IB threat intelligence

Tactical intelligence

Prioritize vulnerability patching for your technology stack with automated
alerts that inform you the moment vulnerabilities are discovered or begin
being exploited by threat actors targeting your industry

Eliminate false positives and focus on legitimately risky events with a
continuously updated database of system and network indicators of
compromise for cybercriminals in your threat landscape

Reduce response time with complete information about the cyber kill
chain in the MITRE ATT&CK® matrix format, use the information to
quickly remove them from your network


https://www.group-ib.com/

Key features

Graph interface GJ

Investigate and research threats with an intuitive graphical interface.
Use the Graph to easily explore the relationship between threat
actors, their infrastructure and the tools they use at a glance and
drill into the details with just a click.

Compromised data detection Q

Discover compromised credentials, including VIP’s personal
accounts, payment card information and breach databases before
they are used to launch attacks or cause financial damage. Alerts
within can be created to inform you whenever a compromise for your
organization is discovered.

Dark web insights ©

Group-IB’s Unified Risk Platform has the industry’s largest dark
web database, access into intelligence with Threat Intelligence to
discover illegal activities and monitor whether your organization is
mentioned on the dark web. Create rules to inform you when a topic
of interest is discussed.

Phishing detection and response 9]

Configure the Unified Risk Platform with Group-IB Threat
Intelligence to automatically detect and takedown malicious
websites automatically to protect your brand and customers.
Mitigate damage caused by phishing in record time thanks
to CERT-GIB’s super fast take down processes.

Threat actor attribution =

Easily understand threat actors’ behaviors, preferred methods and
infrastructure with insight into their activity in the MITRE ATT&CK
format. The Unified Risk Platform tracks and logs their attacks in
real-time; review these insights within Group-IB Threat Intelligence.

Malware and vulnerability investigation S

Use Group-IB Threat Intelligence to detonate suspicious files on

the Unified Risk Platform or submit them to our reverse engineering
team. Review in-depth analysis of the weaknesses targeted by
malware and threat actors from the dashboard to prioritize patching.

Tailored threat landscape Q

Track threat actors easily with a customized threat landscape
dashboard, giving you a single pane of glass to monitor their attacks.
Use the landscape to track actors that target you, your industry,
partners, clients and those of interest.

Comprehensive integrations 3

Enhance your existing security ecosystem easily with out-of-the-box
integrations for the Unified Risk Platform with popular SIEM, SOAR,
and TIP solutions, or via APl and STIX/TAXII data transfer to any tool
in your security ecosystem.

Comprehensive intelligence powered

by the Unified Risk Platform

Open-source intelligence —

* Paste sites

» Code repositories

* Exploit repositories

* Social media discussions
* URL sharing services

Malware intelligence —

— Human intelligence

TH REAT * Malware reverse engineers

e Undercover dark web agents

INTELLIGENCE ¢ DFIR and audit services

¢ Law enforcement operations
* Regional specialists

— Vulnerability intelligence

¢ Detonation platform

¢ Malware emulators

* Malware configuration
files extraction

* Public sandboxes

UNIFIED RISK
PLATFORM

* CVE list

» Exploit repositories

» Dark web discussions

e Threat campaigns mapping

Sensor intelligence _

« |ISP-level sensors
¢ Honeypot network
e |P scanners

* Web crawlers

Operations with law
enforcement

GROUP-IB.COM

— Data intelligence

* C&C server analysis

» Darkweb markets

» Darkweb forums

* Instant messengers data
(Telegram, Discord)

* Phishing and malware kits

* Compromised data-checkers

Extensive expertise and best practices knowledge has been gained by working
alongside law enforcement specialists around the world, including Interpol and
Europol, and granted Group-IB access to data that has never become public.
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About
Group-IB

1,400+

Successful
investigations of high-
tech cybercrime cases

$1 bin

saved by our client
companies through
our technologies

300+

employees

#1

Incident Response

Group-IB is a creator of cybersecurity
technologies to investigate, prevent and fight

digital crime.

600+

enterprise customers

120+

Retainer vendor

* According to Cybersecurity Excellence Awards

Global partnerships

INTERPOL
EUROPOL

AFRIPOL

Technologies
and innovations

Intelligence-
driven services

GROUP-IB.COM

patents and applications

60

countries

7

Unique Digital Crime
Resistance Centers

Recognized by top industry experts

FORRESTER’

Gartner.

Cybersecurity

* Threat intelligence

« Attack surface management
¢ Email protection

* Network traffic analysis

* Malware detonation

« EDR

*« XDR

Audit & Consulting
Education & Training

DFIR

* Incident Response
¢ Incident Response
Retainer

Managed Services

High-Tech Crime
Investigation

AiteNovarica

Anti-fraud

* Client-side anti-fraud

¢ Adaptive authentication

* Bot prevention

» Fraud intelligence

« User and entity behavior
analysis

* Security Assessment
* Penetration Testing

» For technical specialists
¢ For wider audiences

¢ Incident Response
Readiness Assessment

sKUppingercole

ANALYSTS
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&
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Brand protection

* Anti-phishing

¢ Anti-piracy

¢ Anti-scam

* Anti-counterfeit

* Protection from data
leaks

* VIP protection

* Red Teaming
* Compliance & Consulting

< Digital Forensics
« eDiscovery

* Compromise Assessment

* Managed Detection
* Managed Threat Hunting

* Cyber Investigation

* Managed Response

» Investigation Subscription
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Fight against
cybercrime

GROUP-IB.COM
INFO@GROUP-IB.COM

APAC
+65 3159 4398

EU & NA
+31 20 226 90 90
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MEA
+971 4568 1785



