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Classiscam

How the Classiscam 
scheme emerged

Administrative panels

For a long time, the dark side of the Internet has harbored hacker forums 
that bring together tech-savvy individuals with the skills to cause consider-
able damage to businesses and governments alike.   

As the world evolves, however, the cybercriminal underworld evolves 
with it. At some point, the abovementioned platforms started attracting 
less knowledgeable individuals and sometimes even minors looking for 
a way to earn some extra money online. Most hacker forum users engaged 
in shady dealings on the Internet that brought them modest profits. On top 
of that, the forums were chaotic, with no rules or basic moderation in place. 
Hacker forum communities were incapable of causing serious damage and 
their activities were local in nature. The incidents attracted little attention 
from the companies under attack and law enforcement authorities, and 
they were perceived as a problem for the victim alone, and for them to deal 
with on their own.

As time passed, the situation began to change. Online communities 
of low-skill threat actors continued to grow, gathering more and more 
followers. Forums started developing guidelines and moderating member 
activity, bringing about a more organized operation of hacker communities 
and generating higher profits. The desire to make more money prevailed, 
thereby creating a demand for new earning opportunities and appealing 
to skilled experts.

At first, the use of social engineering techniques helped hackers compen-
sate for the lack of resources, while the number of operators made up for 
their low average skill level. The first groups organized on underground 
forums engaged in nothing more than stealing account data belonging 
to users of gaming platforms and social media, but their workflow manage-
ment reached new highs.

From this stage onward, hacker groups would include dedicated organizers 
who provided anyone interested with links to phishing websites mimicking 
social media or gaming platform pages. The choice of methods to distribute 
links and persuade victims to enter their credentials was left entirely to the 
operators, who were provided with accessible user manuals describing the 
ins and outs of the scheme. The entry threshold for participating in this 
type of scam was significantly lowered due to automated tools – scammers 
started using administrative panels much more often. 

Administrative panels were among the first tools used by workers. Workers 
are key participants of the Classiscam scam scheme: their goal is to attract 
traffic to phishing resources. They helped lower the entry threshold for 
novice scammers willing to take part in this scheme and significantly sped 
up the creation of phishing pages.

An administrative panel is a website on a dedicated domain or IP address 
accessed by username/password or a special token received after passing 
an interview with the project leader. 

CLASSISCAM REPORT 4



Users do not need any special technical knowledge to use administrative 
panels as the interface is accessible and intuitive (Figures 1 to 4). 

Fig. 1. Example of an administrative panel 

Fig. 2. Example of an administrative panel

Fig. 3. Example of an administrative panel
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Fig. 4. Example of an administrative panel

In addition to a functionality that creates phishing pages, administra-
tive panels often contain a user manual section with instructions to help 
newcomers.
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In 2019, Classiscam first appeared on classifieds websites. Scammers 
did not even use phishing pages: they simply tried to persuade users 
to transfer money for purchased goods using a bank card or phone 
number. 

Scammers acted as sellers only and used traditional tricks to lure potential 
buyers: low prices, limited-time offers, and exclusive or hard-to-find items. 

Initially, scammers used the following scheme: 

Initially, scammers used the following scheme:

Creating or searching for a lure post on a classifieds website

Threat actors register new accounts or use hacked accounts for various 
Internet services. They also create their own application or use a third-
party application depending on the scheme. For example, they use 
posts that target various audiences by selling undervalued goods: game 
consoles, laptops, smartphones, chainsaws, car audio systems, sewing 
machines, collectibles, fishing fear, sports nutrition, and more.

To find victims more easily, workers use services for tracking ads on the 
Internet platforms that they plan to attack. The technique helps them carry 
out mass mailouts to sellers of a specific item or service, thereby improving 
their chances to find a user that they will be able to trick. 

Contacting the victim

After a user contacts threat actors via an internal chat on the Internet plat-
form, they ask the user to switch to WhatsApp or Viber to continue negoti-
ating the terms of purchase and delivery. Internal chats often notify users 
about suspicious links and sometimes even delete such links automatically, 
whereas messengers do not. 

Preparing the transaction

When threat actors communicate with their victims via messaging services, 
they do their best to look like scrupulous buyers or sellers. They request the 
victim’s full name, address, and phone number, allegedly to fill in delivery 
forms on courier service resources. Scammers also describe, or ask 
victims to describe, the condition of a listed item, demand sales receipts, 
etc. At this stage, it is difficult to tell a scammers from a legitimate buyer 
or seller. 

Payment through a phishing website

When negotiations are over, the scammers persuade the victim to follow 
a pre-created link leading to a phishing resource that fully mimics the 
legitimate web page of a popular courier service. They provide the 
victim’s personal data specified at the previous stage to verify that 
it is legit. The payment is then made on the same resource.

Second deception

In some cases, scammers manage to trick their victims twice by persuading 
them to request a refund. After paying for the goods, the buyer is informed 
that there was an emergency at the post office. The story can take any 
form: for example, a postal service employee was caught stealing and 
the ordered goods were seized by the police. As a result, the buyer must 
request a refund in order to receive their money back. The victim is shown 
a dedicated web page where they need to provide their bank card data and 
CVV code, then enter the password received via SMS. Instead of a refund, 
the same amount is deducted from the card again.

How the Classiscam 
scheme evolved

1

2

3

4

5
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Although up to a certain point generating links via an administrative panel 
took a relatively long time and offered limited functionality compared 
to modern Telegram bots, the scheme was popular even then. 

The leaders of any criminal group strive to scale up the business and 
attract as many new members as possible. Considering the favorability 
of the scheme, it was only a matter of time to solve the problem associated 
with the limited functionality of the administrative panel. The evolution 
of Telegram bots helped threat actors find new ways to use the platform 
to achieve their goals, which gave them the opportunity to bypass restric-
tions and reach a new level thanks to automation and scaling. 

Telegram bots can create links, withdraw money, place job offers, sell all the 
required tools and instructions, place ads, and even provide legal services. 
Some examples of Telegram bot interfaces are shown below in Figures 
5 to 9. 

Switch 
to Telegram 
bots

Fig. 5. Example of a Telegram bot interface Fig. 6. Example of a Telegram bot interface
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Fig. 7. Example of a Telegram bot interface 
featuring a Top Workers section 

Fig. 8. Example of a Telegram bot interface 
featuring a Top Workers section 

Fig. 9. Example of a Telegram channel 
with worker payouts 

Most Telegram bots are developed by third-party specialists who work for 
fixed fees and do not take part in operating the scheme. Group members 
are involved in developing Telegram bots on rare occasions only, while the 
group leader and bot developer are sometimes one and the same person.

Due to the extensive use of various Telegram functionalities, the number 
of brands involved in the scheme increased more than 4-fold. Meanwhile, 
the geographical footprint of the activities undertaken by the scammers 
significantly expanded and exceeded its initial range, i.e., CIS countries.

Switching from administrative panels to Telegram bots did not cause any 
shifts in the composition of scammer groups. The project owner role still 
belonged to the so-called Topic Starter (TS), but their responsibilities did 
change significantly. 

The distribution scope of the Classiscam scheme is clearly illustrated 
by the number of participants. Currently, more than 80,000 individuals take 
part, while the number of domains involved exceeds 5,000.

New members are registered via Telegram bots, underground forums, 
or directly by contacting TSs. Scammers use both public and private chats.
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Prospective participants are usually asked about prior engagements 
in similar projects, their roles, their acquaintances in the project in ques-
tion, how they found out about the project, underground forum accounts, 
and proof of successful engagements (Figure 10 below).

After workers have completed the registration procedure, they are given 
access to three chats: 

• General information with current project status, plans for the future and 
areas for development, scam manuals, etc.

• Worker chats where they communicate with each other, share 
experiences, and discuss current projects 

• Payout chats that conclude the process. Dedicated bots show the 
usernames of workers who have successfully cheated their victims, how 
long the operation lasted, the amount they stole, and the brand/platform 
they used. Often, the chats used for payouts are public – either to attract 
new participants or to show that the project is ongoing.

The number and composition of chats can differ depending on the group. 
A tentative scheme is shown in Figure 11 below.

Fig. 10. Example of an interview with 
a Telegram bot to become member 
of a scam group 

Fig. 11. Example of a scammer group composition and chat access
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In some groups, organizers give awards to the most fruitful workers and 
add their usernames to a public payout chart (Figure 12). The top gainers 
are given access to a so-called VIP chat, where participants can influence 
how the project is developed and use VIP scripts. For example, top workers 
in one of the groups have exclusive access to operations in Italy and the 
US, while other scammers do not have this opportunity and are restricted 
from the VIP chat.

Fig. 12. Example of an advertisement to hire workers 

CLASSISCAM REPORT 11

CLASSISCAM



The current iteration of the Classiscam scheme was created following 
the evolution of the software interface and functionalities of Telegram 
bots, which helped scammers move away from websites with administra-
tive panels designed to create phishing pages. Instead they began using 
Telegram for both communicating and deploying all the tools required for 
their attacks.

One characteristic feature of the new scheme involving Telegram bots 
is the high degree of process automation, including the generation 
of phishing links, payout distribution, worker supervision, and – most impor-
tantly – traffic generated manually by regular participants, i.e., workers. 

On account of the easy and user-friendly interfaces of Telegram bots and 
efficient user manuals, participants were no longer required to have high 
technical skills. The low entry threshold and high payout rate of the scam 
scheme led to a wide-scale influx of workers in scam groups.

Unlike traditional phishing schemes that rely on semi-automatic attrac-
tion of traffic (via spam mailouts, SEO promotion of phishing websites, 
and creating accounts on social media), as part of this scheme scammers 
attract traffic manually by manipulating potential victims. 

Scam resources do not work on a regular basis. For each individual attempt 
they generate a new link with a limited lifecycle. The link is deleted manually 
immediately after a scam attempt, irrespective of its outcome. Failing that, 
it automatically expires 24 hours after being created.

The modern 
Classiscam scheme

Scammers sometimes employ assistants whose job is to influence victims 
in order to achieve the desired result. Various methods are used to that 
end, including: 

• Assistant workers

• “callers” or “refunders” who masquerade as a platform’s support service 
team; “bombers” who use dedicated applications for spam SMS mailouts 
and mass spam phone calls; and scammers who support the operation 
by manually performing money transactions. If an attack is successful, 
assistants receive a fixed percentage of the total profit (Figures 13 to 16).

Additional services 
and functionalities 
that help scammers 
persuade victims

Fig. 13. Example of an advertisement to hire callers Fig. 14. Example of a report on receiving money 
as part of a refund scheme

Fig. 15.  Advertisement for support services 
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Fig. 16. Example of a request to “bomb” a victim 

Fig. 17. Example of a visual of a bank card 

• Visuals of documents

• Helps increase the victim’s confidence in the proposed transaction 
(Figure 17).
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• Development and lease of Telegram bots

• By leasing Telegram bots, threat actors can single-handedly carry out 
scam attacks and pocket the entire sum received from victims all the 
while gaining a share of the money stolen by workers who use the rented 
bot. An advertisement for renting a bot is shown in Figure 18 below.

Fig. 18. Example of project rental advertising

Fig. 19. Example of a phishing page to pay for a purchase

Scammers differentiate their schemes by version: 1.0, 2.0, 3.0, and 4.0.

Versions vary in what actions a worker takes and whether they masquerade 
as a buyer, a seller, a renter, or an owner. 

1.0 — Seller scam. A typical scam scheme: a buyer receives a generated 
phishing payment link and is defrauded of their money. 

Classiscam types
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2.0 Buyer scam. Scammers find sellers on classifieds websites and ask 
to have the listed item sent via a delivery service. The attackers then 
generate a phishing page and send it to the seller, allegedly for verification. 
The seller enters their bank card details, but instead of receiving money 
ends up with the sum deducted from their account.

3.0 A seller publishes an advertisement with preactivated delivery included. 
When a buyer pays for the item, the scammers sends a screenshot with 
a message from the service admins asking for a verification code. 

Using this code, the seller gains access to the user’s account and ticks the 
box that confirms receipt of the purchased item. 

As a result, the buyer gets defrauded of both the item and their money. 

Fig. 20. A phishing page used to receive money for the item for sale

Fig. 21. Confirmation of receipt  
of goods by a scammer
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4.0 The buyer pretends to have paid for the product and sends a fake 
check. After a few minutes, the buyer messages the seller saying that they 
prefer another seller’s item and asks for their money back. Often, scam-
mers say something like, “Please give me my money back. You are not 
a scammer, are you?”. The seller returns the money, unknowingly making 
a dent in their own savings since no payment was made. 

Fig. 22. Example of a fake payment receipt 
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Joining scam groups

To generate phishing links using a Telegram bot that belongs to a scam 
group, a candidate must first be interviewed by the group admins (Figure 
23). As part of the process, they must launch a dedicated bot and then 
press a confirmation button when required. 

Candidates must answer several questions designed to help admins assess 
their experience with the type of scam scheme in question (Figure 24). 

Often, candidates are asked to name: 

• Scam groups that they used to work for or still work for

• Online platforms with which they have experience 

• The amount of time that they plan to dedicate to scam activities 

Candidates are also often asked for a screenshot with their payouts and 
the account ID of the worker who invited them to the project. 

Joining scam groups 
and creating phishing 
pages using Telegram 
bots

Fig. 23. Examples of questions asked by admins to aspiring scam group members

Fig. 24. Example of a successful application to a scam group 
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Creating phishing links

Telegram bots have a dedicated section for creating phishing links that 
can be opened from the main menu (Figure 25). The section can have 
different names: “brands”, “link generation”, “create a link/tracking number” 
(depending on a platform type), etc.

Next, the worker must choose a country/brand as a template to generate 
a phishing link (Figure 26).

Fig. 25. Example of a bot menu 

Fig. 26. Choosing a country 
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Fig. 27. Classiscam versions

Some bots inform users in advance what Classiscam version (Figure 27) will 
be used to generate a phishing link. In other cases, users can choose the 
version after setting the link generation parameters. 

After the scammer has chosen the brand to attack, they must fill out the 
key parameters that their phishing page will be based on (Figure 28). They 
usually provide the following information:

 → Name of goods/services

 → Price

 → Photos of goods/services

 → Name of the recipient

 → Mobile phone number of the recipient

 → Address of the recipient
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Fig. 28. The choice of key parameters required to generate a phishing link 

Fig. 29. Creating a phishing page supposedly belonging to a logistics company 

If a worker plans to create a phishing page supposedly belonging to a logis-
tics company, they also need to enter the name and city of the sender, the 
weight of the package, and the date when it was sent/received (Figure 29).

In some cases, they only need to provide a link to a listed item leading 
to the legitimate website that will be used to create a phishing link with the 
same data.
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After a worker has entered all the abovementioned data, a bot can request 
to enable a functionality that will check the victim’s account balance. If this 
functionality is enabled, a form to enter the bank card account balance will 
be embedded into the newly generated phishing page. This is done so that 
the scammer can withdraw all the money from the victim’s account.

After that, the Telegram bot generates a phishing link (or several links 
depending on the version of the scam scheme). Some types of bots 
generate links to several brands in one go. 

An example of a phishing page is shown in Figure 31 below. 

Fig. 30. Example of creating a phishing link

Fig. 31. Example of a phishing page

Fig. 32. Example of an advertisement 
for an affiliate program 

After 2019, the role of Topic Starters became similar to one of mid-level 
managers supervised by organizers, developers, and administrators. Some 
TSs were allowed to register phishing domains, while others could only 
supervise payouts and worker activities. 

Topic Starters became significantly less important. They went from being 
individual facilitators to mere cells within larger organizations. 

The new role of TSs led to changes in the community’s organization struc-
ture and to a shift to an affiliate model (Figure 32).

Shift to affiliate 
programs 

CLASSISCAM REPORT 21

CLASSISCAM



An affiliate program is based on the cooperative effort between the orga-
nizer and TSs that they are familiar with. In turn, TSs build their own teams 
and create forum topics while using rented Telegram bots with phishing 
domains. A server containing a script to generate phishing pages is shared 
between TSs and their teams that take part in the affiliate program.

To become a Topic Starter, a worker must have extensive experience and 
a history of generating large profits. A TS must understand the intricacies 
of the scam scheme, be able to enlist and engage workers, and conduct 
training sessions for newcomers. TSs receive a small share of the profits 
after each successful theft committed by the members of their team, with 
around 80% going to the workers and 10 to 15% going to the organizers 
of the affiliate program.

The exact composition of affiliate program participants has not been estab-
lished. The fact that such organizations are formed can be seen by the 
general domain and server infrastructure as well as the messages posted 
on thematic forums. Affiliates often comment on each other’s profiles 
on underground forums to rate how reliable and trustworthy someone is. 

The role of the largest category of scheme participants, the workers, did 
not change when the scheme evolved. 

Workers are frontline staff who communicate with potential victims and 
try to persuade them to follow the phishing link and disclose their personal 
data. 

Workers are divided by specialization depending on the tasks they 
undertake: 

• Callers talk to victims on the phone masquerading as support staff and 
help other scheme participants, jumping on any role depending on the 
scheme.

• Refunders pose as website technical support staff and communicate 
with victims via a chat window usually displayed at the bottom 
of a phishing page or a dedicated message service. Their role is to help 
victims supposedly arrange a refund, when in fact the same sum is once 
again deducted from the victim’s account.    

• Supporters are participants who manually handle payments if a victim 
struggles to make a payment to the scammers.

• Bombers carry out mass spam attacks via SMS messages and calls. 
Threat actors rarely resort to this practice, but usually the purpose 
is to intimidate victims or take revenge for an unsuccessful scam 
attempt.

For a long time, Classiscam threat actors limited their attacks to brands 
based in CIS countries. The scam scheme has been around for a while, 
however, which has made it much more difficult than before to success-
fully attack Russian-language resources. Brands conduct advertising 
campaigns to inform their customers about scam schemes and to ensure 
security by deleting phishing resources. 

In mid-February 2020 the scammers first used underground forums to post 
advertisements for freebie Telegram bots that users could use to generate 
phishing forms for the Ukrainian version of a free classifieds platform 
called OLX (Figures 33 to 35).

Role of workers

International 
expansion
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Fig. 33. Advertisements for scam groups on underground forums 

Fig. 34. Advertisement for a scam group 
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Fig. 35. Example of a phishing resource that uses OLX (Ukraine)

Fig. 37. Example of a phishing resource that uses Kufar

In early April, a new scam scheme was first advertised on underground 
forums. It focused on Kufar, a Belarusian free classifieds platform (Figure 37).

Fig. 36. Advertisements for scam groups that focus on attacking users of a Belarusian free 
classifieds website 
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Belarusian logistics companies were also exposed to such attacks. Shortly 
after targeting Kufar, the threat actors also targeted the Belarusian 
branches of CDEK (Figure 38) and Belposhta (Figure 39).

Fig. 38. Example of a phishing resource that uses CDEK (Belarus)

Fig. 39. Example of a phishing resource that uses Belposhta

Fig. 40. Example of a phishing resource in Romanian that uses OLX 
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As early as the beginning of August, public Telegram channels were used 
for a scam scheme targeting the Bulgarian (Figure 41) and Kazakh (Figure 
42) versions of OLX.

Scammers did not limit the expansion of the scheme to CIS countries. 
In late August, popular Telegram bots were used to spread advertise-
ments of a scam project targeting a French free classifieds website called 
Leboncoin (Figure 43).

Fig. 41. Example of a phishing resource in Bulgarian that uses OLX

Fig. 42. Example of a phishing resource with Kazakh currency that uses OLX 

Fig. 43. Example of a phishing resource that uses Leboncoin
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A few attacks on foreign brands had already been carried out before 2020, 
but these were isolated cases. Software tools for generating phishing 
pages were available only for experienced scammers in closed forums. 
The evolution of the Classiscam scheme and the expansion of the hacker 
community both made the scheme spread faster worldwide. 

Using European brands for scamming purposes is more complex tech-
nology-wise. Scammers sometimes experience difficulties when verifying 
accounts on websites and resort to buying stolen credentials and phone 
numbers via underground forums and communities. 

Topic Starters now face the issue of linking foreign-currency bank cards 
to Telegram bots. This problem can be resolved by using the services 
of experienced mules (proxies who receive and withdraw money for a fixed 
percentage of the profits). 

For each brand, enthusiast scammers create scam manuals to help novices 
log onto foreign platforms and communicate with victims.

While researching the scam scheme, Group-IB investigators found more 
than 384 Telegram bots. Currently, no less than 90 are still active, but this 
number is constantly changing. A bot can stop working at any moment for 
various reasons, in which case the whole team is disbanded or switches 
to another bot. 

The Classiscam scheme is currently popular in 64 countries in Europe, the 
CIS region, and the Middle East. The scheme uses 169 brands including 
classifieds, delivery services, marketplaces and service platforms, banks, 
and local businesses such as cinemas. 

For the most recent reporting period, from April 2020 to February 2022, 
scammers who practiced this scheme made at least $29,500,000 in total, 
while the average theft amount was about $83. 

In total, investigators found about 2,000 topics on more than 60 special-
ized forums where threat actors were looking for workers to participate 
in phishing affiliate programs. 

Web pages created by scammers are difficult to identify using proactive 
methods due to their short lifespan, which is sometimes limited to only 
a few hours.  

The most popular national domains used for the Classiscam phishing 
scheme are broken down by currency as shown below in Figure 44.

Scope of attacks

Fig. 44. Distribution of cash amounts by currency

RUB — 64,8% EUR — 12,5%

PLN — 6,4%

UAH — 5,8%
BYN — 5,8%
USD — 1,8%
RON — 0,8%
Other — 2,1%
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The need for abuse-resistant hosting has engendered a multitude 
of offers. A few large outfits dominated this niche before 2020, but many 
new players appeared in just one year. They do not provide a particularly 
high-quality service, lacking intricacies in routing and possessing only 
a rudimentary handling of IP ranges for intercepting victim complaints. The 
presence of such hosting providers on the market therefore hinders efforts 
to counteract fraudulent activity. Ultimately, this affects both cybercrime 
in general as well as information security.

Increase in abuse-
resistant hosting 
offers 

Given that Classiscam has a hierarchy of roles, reuses previously created 
templates and methodologies, and grows thanks to a low entry threshold 
for new participants, it can be said that the scheme is designed according 
to the SaaS (software/scam as a service) principle. In this case, the soft-
ware involved is a link-building toolkit and the users are ordinary workers 
who create links and directly communicate with victims. Profits are 
distributed proportionally among participants based on their role (Figures 
45 to 46).

In chats, workers receive support and obtain various deception tools 
in order to:

• Specify a particular domain name for the resource 

• Send emails and SMS messages from the chosen resources

• Generate fake screenshots with support service messages 

• Obtain user manuals with playbooks (some of them paid)

• Buy databases for mass mailouts, accounts, phone numbers, 
and various services 

SaaS as the way 
forward

Fig. 45. Hierarchy of criminal groups
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Screenshots showing the process of creating links,  
domains, and user manuals 

Fig. 46. Example of a mailout 
of a user manual in a scam group dedicated 
to attacks on Romanian online services

Fig. 47. Example of a mailout 
of a user manual in a scam group dedicated 
to attacks on Italian online services 

Fig. 48. Example of a mailout of fake 
materials in a scam group. The materials 
will be used for attacks on Romanian online 
services  

Fig. 49. Example of a manual sent to scam 
group members to attack Portuguese online 
services 

Fig. 50. Example of how scammers choose 
a domain to generate phishing links

Fig. 51. Example of a phishing page 
creation process
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Fig. 53. Example of a phishing page

Fig. 54. Example of a phishing payment form

As a result of how the scheme evolved and expanded, Classiscam 
scammers started involving more and more brands and countries 
in their activities. The amount of information became so significant that 
it became difficult to store it in a Telegram bot. In the second half of 2021, 
Group-IB specialists intercepted advertisements for ready-to-use compre-
hensive scam toolkits. Such toolkits help buyers perform all the necessary 
operations unassisted, without a team — they become a TS, a worker, 
a supporter, and a refunder all in one. 

To experienced scammers, such toolkits are much more valuable than 
Telegram bots. In order to promptly obtain access to scam tools, a scammer 
can simply deploy an administrative panel.  

New role 
of administrative 
panels
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The Classiscam scheme has been around for a long time and has signifi-
cantly evolved since it first appeared. Switching from administrative panels 
to Telegram bots helped scammer simplify communications between them-
selves and speed up the process of creating phishing pages. Successful 
attacks on popular Russian-language services spurred threat actors into 
increasing their attack footprint by involving various new brands, from less-
er-known Russian-language businesses to foreign companies.  

In total, more than 384 scam groups were found to be taking part in the 
scheme and using 169 brands as part of their operations. The geographical 
scope of the attacks includes 64 countries in Europe, the CIS region, and 
the Middle East. 

Thorough research into the data relating to the scam groups revealed that 
there are significantly fewer of them than previously believed because 
many are not separate entities, as is customary among traditional cyber-
criminal outfits. Workers often participate in several groups at once. 

This sphere is divided among a narrow circle of individuals who form 
small groups. Instead of project leaders there are Topic Starters, who are 
ordinary hired workers and who receive either a share of the total profits 
or a fixed wage plus a share. In this report, such scam projects are called 
affiliate programs. 

This understanding of the scheme determined the methods used to handle 
such groups and the ways that their capabilities were assessed all the 
while leading to changes in counteraction and tracking methods. The idea 
emerged that an intelligence-driven approach would produce much better 
results than the traditional method of blocking endpoint websites.

For instance, the intelligence-driven method was used to detect the whole 
range of IPs bought by a certain group, their own NS servers, and tech-
niques to withdraw stolen funds.

The findings helped track all the changes to how the scheme worked 
and what the groups involved did. They also helped resolve issues when 
they first emerged and struck hard at all attack vectors, from bots to fund 
withdrawal.

Based on this information, it became possible to inflict irrecoverable 
damage to such groups by persecuting their leaders.

When affiliates turned to Telegram, they all used the same infrastructure – 
domains, dedicated servers, payment gateways, phishing kits – which 
simplified the process of merging groups into affiliate programs. 

With time, the SaaS scheme was elevated to a completely new level. 
The top of the food chain was represented not by managers of super-
groups (individuals who owned several groups), but by the individuals who 
provided similar services to supergroup owners.

As a result, anyone could join the scheme and register their own scam bot. 
All technical issues were solved for them, up to the point when the funds 
were withdrawn. Managers only had to engage workers and distribute 
profits. 

Group-IB DRP specialists recommend that businesses actively counteract 
scam. For the Classiscam scheme, they provide recommendations and 
an example of attribution and an IoC. 

Key findings
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Technologies  
and innovations

Cybersecurity Anti-fraud Brand protection

• Threat intelligence
• Attack surface management
• Email protection
• Network traffic analysis
• Malware detonation
• EDR 
• XDR

• Client-side anti-fraud
• Adaptive authentication
• Bot prevention
• Fraud intelligence
• User and entity behavior 

analysis

• Anti-phishing
• Anti-piracy
• Anti-scam
• Anti-counterfeit 
• Protection from data 

leaks
• VIP protection

Intelligence-
driven services

Active partner in global 
investigations

Recognized by top 
industry experts

Group-IB is a leading provider of innovations and 
solutions for detecting and preventing cyberattacks, 
eliminating fraud, and protecting brands from digital 
risks worldwide. 

Group-IB’s mission:  
Fight against cybercrime

19 years 

70.000+ 

1.300+

600+

of hands-on 
experience

hours of incident 
response

world-class cybersecurity 
experts

cybercrime investigations 
worldwide

INTERPOL

Europol

High-Tech Crime 
Investigation

• Cyber Investigation
• Investigation Subscription

Audit & Consulting • Security Assessment
• Penetration Testing

• Red Teaming
• Compliance & Consulting

Education & Training • For technical specialists
• For wider audiences

DFIR • Incident Response
• Incident Response  

Retainer

• Incident Response  
Readiness Assessment

• Compromise Assessment 

• Digital Forensics
• eDiscovery

Managed Services • Managed Detection
• Managed Threat Hunting

• Managed Response
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Preventing and investigating 
cybercrime since 2003

FIGHT AGAINST  
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