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Methodology

Group-IB’s High-Tech Crime Trends report is an annual, data-driven
analysis of the evolving cybercrime landscape. Leveraging its
Glocal Vision—a combination of deep local threat intelligence and a
global analytical perspective—Group-IB delivers actionable insights
that help organizations worldwide strengthen their cybersecurity
posture. The report is built on proprietary research, intelligence
gathering, and real-world cybercrime investigations. Group-IB
experts, stationed across key cybercrime hotspots, track threat
actors using unigue tools that monitor dark web forums, dedicated
leak sites (DLS), and underground marketplaces. Each year, our
researchers identify and confirm trends in advanced persistent
threats (APT), hacktivist activity, ransomware operations, initial
access brokers (IABs), compromised hosts, data leaks, phishing, and
scams. By mapping observed attacks to the MITRE ATT&CK
framework and analyzing cybercriminal tactics, technigues, and
procedures (TTPs), Group-IB not only provides a retrospective view
of past cyber threats but also forecasts future risks with a high
degree of accuracy. This predictive approach has been validated
since the report’s inception in 2012, making it an essential resource
for businesses, governments, and cybersecurity teams worldwide.
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Welcome to Group-IB’s
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The 2024 cyber threat landscape fortified the urgency of Group-IB’s mission - to
fight against cybercrime. Ransomware attacks saw an increase of 10% over 2023,
with renewed attacks on the manufacturing, real estate, and professional services.
N"l “‘ Advanced Persistent Threats (APTs) grew more elusive, executing increasingly
il sophisticated campaigns that has increasingly focused on Europe and the Middle
b East and Africa. Financial losses from cybercrime reached staggering levels, while
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@ I the number of data leaks and fraud incidents rose sharply. Perhaps most strikingly,
e artificial intelligence (Al) emerged as a double-edged sword, empowering
defenders while simultaneously equipping attackers with new capabilities.

Dmitry Volkov In the past year, our relentless commitment to fighting cybercrime delivered
Chief Executive Officer, significant results, with notable achievements in dismantling cybercriminal
Group-IB networks and supporting investigations worldwide. Group-IB contributed to eight

operations with local and international law enforcement agencies across more
than 60 countries, enabling the arrests of key threat actors behind some of the
most sophisticated attacks, and the disruption of their criminal networks. Together,
we demonstrated that decisive action and global cooperation can bring
meaningful progress.

As we turn our focus to 2025, the cybersecurity landscape will grow even more
dynamic. Ransomware and APT tactics will evolve, pushing defenders to adopt
increasingly proactive, intelligence-driven approaches. A fragmented global
environment will amplify the importance of robust threat intelligence, while
regulatory and technological shifts will shape how we adapt to emerging risks.
Though these challenges are significant, they bring opportunities for innovation,
and collaboration, and redefine how we continue to fight against cybercrime.

Yet, the path forward is not without its obstacles. The growing trend of
deglobalization complicates the fight against cybercrime. Cross-border
investigations and intelligence sharing are increasingly constrained by
jurisdictional divides, creating gaps that cybercriminals are quick to exploit.

To counter these challenges, unified efforts and strategic investments are
indispensable. For cybersecurity leaders, the priority must be on building robust,
adaptive defenses and integrating threat intelligence into every layer of their
operations. For governments and law enforcement agencies, collaboration across
jurisdictions and support for private-public partnerships will be critical to
dismantling transnational cybercriminal networks and safeguarding societies
worldwide.

This year marks the 21st anniversary of Group-IB - a milestone we’ve marked as our
“Age of Discovery”. Over two decades, we have remained steadfast in our mission
to protect the digital realm, fortified by the trust and confidence of our clients,
partners, and law enforcement agencies. As we look to 2025 and beyond, we are
committed to deeper collaboration, sharper innovation, and unwavering dedication
to the fight against cybercrime.

Thank you for your partnership on this journey. Together, we can build a safer
digital future.
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Executive Summary

The Group-IB High-Tech Crime Trends Report 2025 presents a comprehensive
analysis of the evolving cyber threat landscape and its impact on industries
worldwide. The report highlights the significant rise in cybercrime activities,
including ransomware, advanced persistent threats (APTs), data leaks, and financial
fraud, with a particular emphasis on the growing role of artificial intelligence in
both cyber defense and cyberattacks.

Cybercrime in 2024:
A year of cybercriminal escalation

The past year witnessed a dramatic surge in cyber threats, emphasizing the
urgency of proactive cybersecurity measures. Ransomware attacks increased by
10% compared to 2023, with targeted strikes on manufacturing, real estate, and
professional services. Advanced Persistent Threats (APTs) became more elusive,
leveraging increasingly sophisticated tactics, techniques, and procedures (TTPs) to
breach networks, conduct cyber espionage, and steal critical data. The financial
Impact of cybercrime reached unprecedented levels, with sharp rises in fraud
incidents and data breaches. At the same time, artificial intelligence (Al) became a
double-edged sword, empowering cybersecurity professionals with automation
and threat detection capabilities while simultaneously enabling cybercriminals to
develop more advanced attacks.

In response to the escalating cyber threat landscape, Group-IB intensified its
global fight against cybercrime. The company actively contributed to eight major
law enforcement operations across more than 60 countries, resulting in the arrests
of 1,221 cybercriminals and the dismantling of over 207,000 malicious
infrastructures. These operations played a crucial role in disrupting large-scale
cybercriminal networks, underscoring the importance of collaboration between
private cybersecurity firms and international law enforcement agencies.

Key cybersecurity threats in 2025

Ransomware continues to be one of the most pervasive cyber threats, with the
Ransomware-as-a-Service (RaaS) model fueling its rapid expansion through its
affiliate networks. Ransomware operators have refined their methods, focusing not
only on encryption but also on data exfiltration and extortion. Dedicated Leak Sites
(DLS) saw a 10% increase in 2024, highlighting the growing trend of cybercriminals
publishing stolen data when ransom demands are not met.

Advanced Persistent Threats (APTs) continue to be a major concern, particularly as
geopolitical tensions intensify. State-sponsored actors have significantly escalated
their activities, with Europe, the Middle East and Africa becoming primary targets
for cyber espionage campaigns. Groups such as APT28, Lazarus, and Dark Halo
have demonstrated in the past year of their ability to exploit vulnerabillities in
enterprise software, cloud environments, and supply chain networks to gain long-
term access to sensitive data.

GROUP-IB.COM High-Tech Crime Trends Report
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Cybercriminal infrastructure has expanded dramatically, with phishing attacks increasing by
227 year-on-year. Group-1B identified more than 80,000 phishing websites in 2024, with the
logistics, travel, and internet services industries emerging as primary targets. Cybercriminals
have increasingly adopted sophisticated social engineering tactics, crafting highly
convincing fake websites and fraudulent communications to deceive users into divulging
their credentials. In parallel, scam operations have grown in scale and complexity, affecting a
wide range of industries, including financial services, logistics, and telecommunications.

Initial Access Brokers (IABs) have also gained prominence, offering access to compromised
corporate networks on underground forums. The number of IAB listings saw an increase of
15% year-on-year, with North America, Europe, and Latin America experiencing the most
significant rise.

Data breaches and dark web activity remain a significant challenge, with cybercriminals
leveraging stolen credentials to infiltrate corporate networks and personal accounts. In 2024
alone, more than 6.4 billion records were leaked, including email addresses, passwords, and
financial data. Underground Clouds of Logs (UCL) have become a key component of the
cybercrime economy, allowing threat actors to acquire vast amounts of compromised data
at minimal cost. The increasing availability of such data fuels further cyberattacks,
reinforcing the need for stronger cybersecurity practices across all sectors.

Challenges Ahead:
Deglobalization and the growing
complexities of cybercrime

The increasing trend of deglobalization is making cross-border cybercrime investigations
more difficult, as legal and jurisdictional barriers hinder intelligence sharing and international
collaboration. Cybercriminals are taking advantage of these gaps, leveraging anonymized
infrastructure, cryptocurrencies, and decentralized financial systems to evade law
enforcement. Additionally, artificial intelligence is accelerating the sophistication of
cyberattacks, with Al-powered phishing, deepfake-based social engineering, and adaptive
malware becoming more prevalent. The rapid expansion of cloud computing, remote work,
and |loT devices has further widened the attack surface, exposing businesses and critical
infrastructure to more complex and large-scale cyber threats. Many organizations continue
to struggle with implementing effective cybersecurity strategies, leaving vulnerabillities that
attackers are quick to exploit.

The way forwara:
Strengthening global cybersecurity

To counter these evolving threats, organizations must adopt intelligence-driven security
strategies that incorporate real-time threat intelligence, Al-powered defense mechanisms,
and proactive security frameworks. Strengthening cybersecurity awareness and training is
essential, as phishing and social engineering remain key attack vectors. Businesses must
Implement robust security measures, such as multi-factor authentication, endpoint
detection and response (EDR), and zero-trust architectures to enhance their resilience.
Public-private collaboration is crucial in dismantling transnational cybercriminal networks,
with governments and law enforcement agencies needing to work closely with cybersecurity
firms to enhance intelligence sharing and regulatory enforcement. As cybercrime continues
to evolve, strategic investments, global cooperation, and adaptive security approaches will
be key to building a safer and more secure cyberspace for businesses and society at large.

GROUP-IB.COM High-Tech Crime Trends Report
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INnterconnectivity of cybercrime
and geopolitics
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Contributions to
| aw Enforcement
Operations in 2024

Group-IB has been a firm advocate in private and public partnerships to combat
the growing threat of cybercrime, and it is committed to enhancing global
cybersecurity through strategic partnerships and collaborations with law
enforcement agencies, both locally and internationally.

In 2024, Group-IB contributed mission critical data and investigative research that
supported eight local and international law enforcement operations. By leveraging
its expertise in threat intelligence, digital forensics, and cybercrime investigations,
Group-IB continues to play a crucial role in assisting authorities in combating cyber
threats and criminal activities.

1 221 Cybercriminals
3 arrested

Total Number of Law
Enforcement Operations

5

Dismantled malicious
infrastructure (resources)

Total estimated financial

Estimated number of victims losses (in USD$)

$222 min

GROUP-IB.COM High-Tech Crime Trends Report 10



Timeline

Operation Synergia

Malware Phishing Ransomware

Operation Synergia, an INTERPOL-led
initiative involving 60 law enforcement
agencies across 50+ countries, targeted
transnational cybercrime from September to
November 2023. Group-IB identified over
2,400 malicious IPs linked to phishing,
ransomware, and malware, sharing
intelligence for coordinated action. The
operation dismantled /0% of identified C2
servers and arrested 31 individuals, with 70
more suspects identified. Key efforts
included takedowns in Europe, Asia-Pacific,
Africa, and the Middle East. Highlights
included Hong Kong and Singapore
removing 239 servers and African nations
arresting four suspects, while Kuwait
supported victims and mitigated impacts.

LabHost

LabHost Phishing

Group-IB participated in a coordinated global
takedown operation against prominent
Canadian Phishing-as-a-Service (PhaaS)
provider LabHost, which has led to the arrest
of 37 suspects across the United Kingdom
and around the world by law enforcement
agencies. As part of the operation, Group-IB
also conducted an extensive analysis of
LabHost’s criminal history and infrastructure,
including insights into LabHost’s
administrative platform and the services it
provides to its purported user base which
exceeds 2,000 subscribers worldwide, who
illegally obtained around 480,000 card
numbers, 64,000 pin numbers, and over 1
million passwords from victims used for
websites and other online services,
according to law enforcement agencies.

GROUP-IB.COM High-Tech Crime Trends Report

Grandoreiro Malware

Malware Phishing

Group-IB assisted INTERPOL and Brazilian
authorities in dismantling the Grandoreiro
banking trojan operation, which defrauded
victims of over €3.5 million since 2017/.
Spread via phishing emails, the malware
allowed criminals to control victims’ bank
accounts and launder stolen funds. Between
2020 and 2022, Brazil and Spain collected
malware samples and, with Group-IB’s
analysis, identified the malware’s
infrastructure and linked it to suspects. By
August 2023, coordinated efforts led to
house searches across five Brazilian states,
resulting in five arrests. Authorities seized
assets, dismantling the group's operations
and recovering stolen funds.
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Timeline

Operation Distanthill

Phishing Remote Access Trojan

Group-IB supported “Operation DISTANTHILL,”
a joint effort by Singapore, Hong Kong, and
Malaysian police to dismantle cyber fraud
syndicates behind a 2023 Android Remote
Access Trojan (RAT) campaign. Group-IB’s
analysis revealed over 250 phishing pages,

C2 servers linked to 100+ malware samples,
and insights into the syndicate's network.

The campaign defrauded 4,000+ victims across
Southeast Asia, including 1,899 cases in
Singapore, with losses exceeding US$25 million.

Operation Contender 2.0

Phishing Scams Business Email Compromise Impersonation

Group-IB contributed intelligence to
INTERPOLs “Operation Contender 2.0,”
targeting cybercriminal syndicates in Africa.
Led by INTERPOLs African Joint Operation
against Cybercrime (AFJOC), the initiative
combats threats like romance scams,
business email compromise, and phishing. In
April 2024, Nigerian police arrested two
individuals behind a romance scam affecting
a Finnish victim, while Cote d’lvoire
authorities apprehended six suspects linked
to a phishing scam targeting Swiss citizens,
causing $1.4 million in losses. The scammers
used fake payment sites and impersonated
customer service agents, with over 260
Swiss reports leading to their identification.

GROUP-IB.COM High-Tech Crime Trends Report

Operation Kaerb

Phishing i0OS

Group-IB supported “Operation Kaerb,” an
international effort led by Europol and
Ameripol, in partnership with law
enforcement and judicial authorities from
Europe and Latin America, resulting in the
arrest of 1/ cybercriminals across
Argentina, Chile, Colombia, Ecuador, Peru,
and Spain. The operation dismantled the
iIServer phishing-as-a-service platform,
active for five years, which targeted over
1.2 million mobile phones and defrauded
approximately 483,000 victims worldwide.
Among those arrested was the platform’s
administrator, an Argentinian national. The
operation, conducted between September
10 and 1/, 2024, marked a significant blow
against global phishing operations
targeting mobile users.

12


https://www.group-ib.com/media-center/press-releases/operation-distanthill/
https://www.group-ib.com/media-center/press-releases/operation-contender/
https://www.group-ib.com/media-center/press-releases/operation-kaerb/

Timeline

Operation Synergia ll

Malware Phishing Ransomware

Group-IB supported “Operation Synergia Il,”
an INTERPOL-led initiative involving 95
countries to combat phishing, ransomware,
and malware attacks. The operation
dismantled 22,000 malicious servers, seized
59 servers and 43 electronic devices, and led
to 41 arrests, with 65 suspects under
investigation. Group-IB analysts identified
over 2,500 IPs linked to 5,000 phishing sites
and 1,300 IPs tied to malware activities
across 84 countries. In total, approximately
30,000 suspicious IPs were uncovered,
significantly disrupting global cybercrime
infrastructure.

GROUP-IB.COM High-Tech Crime Trends Report

Operation Serengeti

Business Email Compromise Data Stealers
Distributed Denial of Service Phishing

Ransomware Extortion

Group-IB participated in “Operation
Serengeti,” a two-month INTERPOL and
AFRIPOL-led initiative targeting cybercrime
across Africa. Conducted from September 2
to October 31, 2024, the operation led to
1,006 arrests, dismantled 134,089 malicious
infrastructures, and identified over 35,000
victims with global losses nearing $193
million. Group-IB uncovered 10,000
Distributed Denial of Service (DDoS] attacks,
3,000 phishing domains, and data-stealer
activities linked to African servers,
contributing to actionable plans for
dismantling cybercriminal networks. The
operation disrupted ransomware, business
email compromise, digital extortion, and
online scams across the region.
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Advanced
persistent threats

Advanced Persistent Threats (APTs) are long-term, targeted cyberattacks typically carried out by
highly skilled and organized state-sponsored or financially motivated threat actors. These attackers
aim to infiltrate a specific network or system and maintain unauthorized access for extended periods,
gathering sensitive information or causing disruption. Unlike traditional cyberattacks, APTs are
stealthy and carefully executed, with a focus on persistence and evasion of detection.

In 2024, Group-IB's Threat Intelligence team detected 828 cyberattacks attributed to APTs, an
increase of 58% compared to 2023. State-sponsored actors have intensified their attacks on Europe
(+18.24%) and the Middle East and Africa (+4.27%) regions in the past year, largely due to the ongoing
political conflicts between Russia and Ukraine in Europe, as well as the tensions between Israel and
the State of Palestine. These conflicts not only draw in various international stakeholders but also
create an environment where cyber operations are used as tools of influence, disruption, and
espionage, prompting state actors to exploit the geopolitical instabillity for their strategic objectives.

APTs have increasingly targeted specific industries, with the government and military sector being
the most affected, accounting for 15.5% of attacks. This focus is driven by the sensitive information
held by these industries, which can provide strategic advantages in geopolitical conflicts. The
manufacturing sector (4.8%) is targeted due to potential disruption of supply chains and collection of
trade secrets. Financial services (3.80%) are attacked for access to financial data and to create
economic instability. The information technology sector (3.50%) is crucial for modern economies,
making it a strategic target for exploiting vulnerabilities. Lastly, the science and engineering sector

(2.30%) is targeted for its research capabilities, with state actors seeking to steal technological
Innovations.

Global Distribution of cyberattacks conducted by APTs by region in 2024

45.31%

Europe

5.80%

North America

21.88%

Asia-Pacific

23.05%

Middle East and Africa

3.9%

Latin America
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Global Top jurisdictions attacked by state sponsored threat actors
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Asia-Pacific Top jurisdictions targeted by APTs in 2024
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Europe Top jurisdictions targeted by APTs in 2024
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Middle East and Africa Top jurisdictions targeted by APTs in 2024
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North America Top jurisdictions targeted by APTs in 2024

Canada 3.7% e------

North America Top industries targeted by APTs in 2024
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Latin America Top jurisdictions targeted by APTs in 2024

Mexico 16.67%

Peru 16.67%

Brazil 16.67%
Bolivia 8.3%

Argentina 16.67%

Latin America Top industries targeted by APTs in 2024

/.3% /.3% /.3%
o o o
I o I
Financial services I Education I
Government o o
and military Transportation T

GROUP-IB.COM High-Tech Crime Trends Report



\Viost prolific AP Is
based on number
Of observea

DDDDDDDDDDDDD




i
A L 4 ]
|
I f (]

\‘\‘ . r/f> ‘ /

APT-LY-1005, Saaiwc Group

Fancy Bear, Sednit group, Sofacy, Pawn Storm, Strontium,
Tsar Team, TG-4127, TAG-0700, Swallowtail, IRON
TWILIGHT, Group 74, SNAKEMACKEREL, SectorCO01,
ITGO5, APT-C-20, SIG40, Walleye, Fighting Ursa, TA422,
BlueDelta, Forest Blizzard, Blue Athena, FROZENLAKE

GROUP-IB.COM

Dark Pink

Unknown

Asia-Pacific, Europe

2021

Dark Pink is the name given by Group-IB to a new wave of APT attacks targeting the APAC region. At
this time, Group-IB cannot attribute the campaign to any known threat actor or country.

Early research into Dark Pink reveals that the attackers employ a unique set of tactics, techniques,
and procedures rarely used by previously known APT groups. They utilize a custom toolkit designed
to steal confidential documents from government and military networks. Notably, Dark Pink can infect
USB devices connected to compromised computers and access messaging applications on infected

machines.

In 2024, Group-IB observed the group updating its tools—including new custom tools, CogProBot
and DPinkVenom—as well as refining its methods of Trojan communication and data exfiltration via
Slack channels. These developments indicate that Dark Pink remains active and is investing

significant effort into concealing its operations.

Phishing (T1566) Steal Application Access Token (T1528)
Command and Scripting Interpreter - PowerShell (T1059.001)

Event Triggered Execution - Windows Management
Instrumentation Event Subscription (T1546.003)

Hijack Execution Flow - DLL Side-Loading (T1574.002)

Credentials from Password Stores = Credentials from
Web Browsers (T1555.003)

Archive Collected Data = Archive via Utility (T1560.001)

Scheduled Task/Job - Scheduled Task (T1053.005)

APT28

Religion  Non profit  Universities

Government and military

Russia

Worldwide

2004

The APT28 hacking group has a long history of hacking. Its members are Russian-speaking, and most
of its attacks have targeted political and military institutions, with a smaller percentage aimed at

media and sports organizations.

APT28 employs various tactics, including spearphishing emails, malware distribution via websites
disguised as news sources, and exploiting zero-day vulnerabilities. In 2024, analysts observed the
group adopting new techniques, such as abusing the search-ms protocol and WebDAV servers to
deploy malware, as well as leveraging reCAPTCHA phishing (ClickFix) to evade detection.

Phishing (T1556) Exploitation for Client Execution (T1203)
Command and Scripting Interpreter - PowerShell (T1059.001)
Obfuscated Files or Information (T1027)

Indicator Removal = File Deletion (T1070.004

High-Tech Crime Trends Report
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Science and engineering  Telecommunications

Transportation  Travel and tourism
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ALIASES

Inception, Inception Framework, Oxygen, ATK 116,
RedOctober, Hive0097, Clean Ursa, Cloud Werewolf

ALIASES

UNC2452, SolarStorm, StellarParticle, NobleBaron, IRON
RITUAL, UNC3004, UNC2652, Solar Phoenix , DarkHalo,
Nobellium, TA421, BlueBravo, Midnight Blizzard, Blue Dev 5

GROUP-1B.COM

Alleged attribution
Ukraine

Scope

Cloud
Atlas -

ABOUT

Cloud Atlas is a cyber-espionage group that conducts highly targeted attacks on critical
infrastructure across various regions and political conflicts. Despite years of activity, its tactics,
techniques, and procedures (TTPs) have remained largely unchanged, relying on phishing emails with
trojanized documents for malware delivery.

Initially focused on Russia, Cloud Atlas has since expanded its operations globally. The group
employs advanced identity cloaking and deploys clean, sophisticated malware, indicating strong
backing. Its arsenal includes malware targeting Android, BlackBerry, and Apple iOS devices.

TOP TACTICS

Phishing - Spearphishing Attachment (T1566.001) Aerospace Community and lifestyle  Energy

User Execution - Malicious File (T1204.002) Financial services = Government and military =~ Manufacturing

Boot or Logon Autostart Execution - Registry Run Natural resources

Keys [ Startup Folder (T1547.001)

Lending and investments

Template Injection (T1221) Ingress Tool Transfer (T1105)

System Information Discovery (T1082)

Alleged attribution
Unknown

Dark Halo

Scope
Europe, Americas

First seen
2019

ABOUT

Dark Halo has been active since late 2019, conducting cyber-espionage operations. The group has
compromised organizations worldwide through a supply chain attack involving a trojanized update
file for the SolarWinds Orion Platform.

In 2024, Dark Halo launched a series of highly targeted spear-phishing campaigns against individuals
in government, academia, defense, non-governmental organizations, and other sectors. Notably, the
group employed a sighed RDP configuration file as a novel access vector to infiltrate targets'
devices.

Earlier in 2024, reports linked Dark Halo to the TeamViewer attack. Findings suggest the group
exploited a compromised employee account to access and copy employee directory data, including
names, corporate contact details, and encrypted employee passwords from TeamViewer’s internal
corporate IT environment.

TOP TACTICS

Process Discovery (T1057)  Account Manipulation (T1098) Agriculture and farming  Biotechnology  Education

Hijack Execution Flow - DLL Side-Loading (T1574.002) Commerce and shopping Energy Transportation

Command and Scripting Interpreter > Windows Command Consumer electronics  Financial services

Shell (T1059.003)

Gaming

Food and beverage  Government and military = Healthcare

Hijack Execution Flow - DLL Side-Loading (T1574.002)

Information technology Internet services  Manufacturing

Exfiltration Over Web Service: Exfiltration to Cloud Storage

(T1567.002) Real estate

Media and entertainment Telecommunications

Travel and tourism  Sales and m<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>