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This report offers an overview of the latest Key Insig hts @ GROUP_'B

threat landscape in Europe, covering key
developments such as ransomware attacks,

leaked credentials, data breaches, and more. It * In December 2024, the Clop ransomware group leveraged critical vulnerabilities,

includes a month-over-month trend analysis to CVE-2024-50623 and CVE-2024-55956, in Cleo's file transfer software to gain unauthorized
track evolving patterns. Additionally, the report access and steal data from multiple organizations.

spotlights a newly identified threat actor,

campaign, or emerging technique, providing « ClickFix attacks gained significant traction and widespread adoption among threat actors due to
actionable insights for proactive defenses. its surprising effectiveness and were used for distribution of Lumma C2, Vidar, Rhadamanthys,

XWorm, AMOS, Stealc.

« Black Basta became #1 ransomware actor in Europe in December while RansomHub and Akira
kept their positions as #2 and #4 most active ransomware groups in Europe.

: « Manufacturing, constructions and education sectors remained in Top-5 industries targeted by
wz' ransomware.

-
‘ 7 « Accounts of cloud services available for sale on underground markets“arp still the most common
. type of credentials that could be used to access corporate resources. )

ANTON USHAKOV

Head of Cyber Threat
Intelligence

* Access to companies in the UK is still the most popular offer among Initial Access Brokers .



THREAT LANDSCAPE OVERVIEW ® GROUP-IB

Month over Month Comparison
(November - December)

$51.32%

Ddos / Hacktivism Ransomware attacks Initial access Leaked & sold
attacks broker sale credentials



DDOS AND HACKTIVISM BY COUNTRY ® GROUP-IB

Key Events

e HIZBULLAH CYB3R TEAM and Mr Hamza announced
DDoS attacks targeting multiple websites in Belgium
including website of Belgian Federal Police, Bever
municipality, the Province of Flemish Brabant, the
Province of East Flanders, and the Wallonia Federation -
Brussels.

e Mr Hamza, Penta Force and RedAtlas announced DDoS
attacks targeting financial organizations in Czech
Republic including Prague Stock Exchange and Czech
National Bank.

e DarkStormTeam announced DDoS attack on the Ministry
of Internal Affairs of Ukraine.

Most attacked countries

France Belgium UK Czech

25 attacks 20 attacks 13 attacks 9 attacks

777777777777777777777777777777777777777777777777777777777777777777777777777777 . High number of attacks
+66.67% +1900.00% -27.78% +12.5%

777777777777777777777777777777777777777777777777777777777777777777777777777777 . Medium number of attacks

Low number of attacks



RANSOMWARE ACTIVITIES \l/ 1 235% ® GROUP-IB

Key Events

e Akira ransomware attacked Prazske sluzby, a company based in Prague, 7 1 Ra n SOI I l

which deals with the comprehensive collection, sorting, utilization and disposal

of waste, maintenance of roads and public spaces, ensuring the passability I n CI d e n tS
and walkability of roads and sidewalks, traffic signs and energy production in

the capital city of Prague.

e RansomHub ransomware attacked INIA: national center of the Spanish
National Research Council (CSIC), dedicated to Research, Development and
Innovation in agricultural, livestock, food, forestry and environmental matters.

Most active threat actors Most targeted industries
Manufacturing IT
8 attacks 5 attacks
- 20% + 25%

Construction

5 attacks
-16.67%

Architecture

5 attacks
+ 400%

Education

3 attacks
-40%



INITIALACCESS BROKER 0
SALE ON DARK WEB \l/ 01.32%

/4 Sale

Most targeted countries

Key Events

e |ockBit Ransomware group

announced LockBit 4.0 update and UK
new affiliate program. Germany
e U.S. authorities announced _
' Spain
charges against alleged developer
for the LockBit ransomware group. Italy
18 SALE 11 SALE 11 SALE 9 SALE

- 37.93% - 8.33% - 45% - 10%

© GROUP-IB

Austria

4 SALE
- 20%



LEAKED & SOLD CORPORATE CREDENTIALS ® GRrRouP-B

Key Events
4 56.18% T 30.70%
e On the 24th of November 2024 the source code for Banshee MacOS . 0 . 0
Stealer was leaked. Compromised - on sale on dark web
e ClickFix attacks gained significant traction and widespread adoption account " markets

among threat actors due to its surprising effectiveness and were
used for distribution of Lumma C2, Vidar, Rhadamanthys, XWorm,
AMQOS, Stealc.

Services with the most compromised accounts Services with the most on sale accounts

1946 accounts , - 51.54% Trello 5335 accounts , +53.97% Salesforce
917 accounts , - 54.06% GitLab 3764 accounts , +11.13% Slack

S2accounts -6260%  Miowosoft 365Admin Conter  1969accounts,+2094%  Freshdosk
493 accounts , - 57.17% Google Admin 1271 accounts , +32.40% Heroku

224 accounts , - 54.66% Bitbucket 554 accounts , +8.84% Atlassian



ADVERSARY OF THE MONTH ® GROUP-IB

Threat actor group AttaCk Summary
In December 2024, the Clop ransomware group
O p leveraged critical vulnerabilities — CVE-2024-50623
and CVE-2024-55956 in Cleo's file transfer software

to gain unauthorized access and steal data from

Targeted industries: : .
multiple organizations.

Manufacturing Healthcare
Information technology Transportation
Financial services Retail
Software
Education Key Observations
e Clop deployed Malichus backdoors for prolonged
network infiltration.
e The group indicated selective deletion of
Period]of Actity 2019 - Prosent sensitive gc?vernmen.t, medical, and research
____________________________________________________________________________________________________________________________ data to avoid escalation.
Targeted countries: Worldwide e Data exfiltrated in the Cleo breaches is reportedly
---------------------------------------------------------------------------------------------------------------------------- deleted from their servers as part of internal
Attribution: Unknown policy shifts.

Intent: Financially-motivated



STAY SMART. STAY CONNECTED.
STAY SECURED

RECENT
RESOURCES

CYBERSECURITY ULTIMATE
ASSESSMENT GUIDE

PART 1. ASSESSMENT
COMPASS

Read now
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ADVERSARY HUNTING CODE:

Read now
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MEET US AT
EVENTS

2025

Cyber Threat
Intelligence
Conference

Berlin, Germany  a
April 21-23
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https://www.group-ib.com/talk-to-sales/
https://www.group-ib.com/resources/research-hub/cybersecurity-ultimate-assessment-guide/
https://www.group-ib.com/resources/research-hub/cybersecurity-ultimate-assessment-guide/
https://www.group-ib.com/resources/research-hub/adversary-hunting-code/
https://www.group-ib.com/resources/research-hub/adversary-hunting-code/

