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Key insights 
• On September 26, 2025, the ransomware group Payouts King Group leaked corporate data belonging to Creditinfo Group, a leading 

provider of credit information and risk management solutions.
• The highest-revenue company listed by Initial Access Brokers was a Serbian firm in the marine shipping and transportation sector, with 

$206 million in annual revenue.
• Threat actor Hezi Rash claimed responsibility for DDoS attacks targeting four German health-related organizations: the National 

Association of Statutory Health Insurance Physicians, Hartmannbund; the Association of Physicians of Germany, Virchowbund; the 
Association of Practicing Physicians of Germany; and the German Society for Hygiene and Microbiology.

• The most active adversary-in-the-middle phishing framework in September was Tycoon 2FA.                       

This report offers an overview of the latest threat landscape in Europe, covering 
key developments such as ransomware attacks, leaked credentials, data 
breaches, and more. It includes a month-over-month trend analysis to track 
evolving patterns. Additionally, the report spotlights a newly identified threat 
actor, campaign, emerging technique, providing actionable insights for proactive 
defenses.

Click here to take a 1-min survey now to improve the report. 

https://docs.google.com/forms/d/e/1FAIpQLScYE1K0V41aGLxFp-u6GdoTzc4QvLcBpD0PtA8AIjCHWxudRA/viewform?usp=header
https://docs.google.com/forms/d/e/1FAIpQLScYE1K0V41aGLxFp-u6GdoTzc4QvLcBpD0PtA8AIjCHWxudRA/viewform?usp=header


THREAT LANDSCAPE
Month over Month Comparison 

(August - September)
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Most attacked countries 
Ukraine France Germany Italy

Key events 

● Threat actor Hezi Rash claimed responsibility for DDoS attacks 
targeting four German health-related organizations. The affected 
entities include The National Association of Statutory Health Insurance 
Physicians, Hartmannbund – Association of Physicians of Germany, 
Virchowbund – Association of Practicing Physicians of Germany, and 
the German Society for Hygiene and Microbiology.

● NoName057(16), DarkStormTeam and Hezi Rash were the three most 
active hacktivist groups performing DDoS attacks targeting companies 
and organizations in the EU.
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Most active threat actors
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Key events

● On September 26, 2025, the ransomware group Payouts King Group leaked 
corporate data of Creditinfo Group, a leading service provider for credit information 
and risk management solutions worldwide.

● On September 26, 2025, the ransomware group Arachna Leak leaked corporate 
data of Clinica Armstrong Internacional. 

RANSOMWARE ACTIVITIES

Most targeted industries 



INITIAL ACCESS BROKER 
SALE ON DARK WEB

3 SALES
+200%

UK Italy

Most targeted countries

Key events

● The highest-revenue company listed by 
Initial Access Brokers was a Serbian firm 
in the Marine Shipping & Transportation 
industry, with $206 million in annual 
revenue.

27 Sales

25%
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3 SALES
-25%

3 SALES
-50%

3 SALES
-25%

Initial access to a company’s systems can lead to data theft, 
corporate espionage, or the deployment of malware for various 
malicious purposes. This page shows the volume and geographic 
distribution of corporate infrastructure access instances currently for 
sale on the dark web.



compromised 
accounts: 139,092

on sale on dark web 
markets: 20,248

36% 51%

7,254 accounts, + 48% Trello

Github

Slack

Microsoft 365 Admin Center

Key events

● Most compromised accounts were stolen via password stealers. 
Affected users were primarily from France, Spain, Italy, Poland, and 
Germany.

● The most active adversary-in-the-middle phishing framework in 
September was Tycoon 2FA. 

LEAKED & SOLD CORPORATE CREDENTIALS

3,738 accounts, + 67% 

Services with the most compromised accounts 

3,027 accounts, - 21% 

2,368 accounts, + 64% 

Google Admin2,080 accounts, + 29% 

2,751 accounts, - 6% 

Slack

Salesforce

Freshdesk

Heroku

3,136 accounts, + 61% 

Services with the most sold accounts 

1,594  accounts, + 66% 

1,306 accounts, + 91% 

Atlassian656 accounts, + 81% 



MuddyWater’s evolution

ADVISORY SPOTLIGHT

Key Insights
● MuddyWater continues to be active in the Middle 

East, with increased activity in Europe and the 
United States.

● The group continues to rely on phishing and 
maldocs for initial access.

● MuddyWater significantly reduced opportunistic 
RMM campaigns in favor of targeted 
spearphishing and custom malware.

Read more

Click here to take a 1-min survey now to 
improve the report. 

https://www.group-ib.com/blog/muddywater-infrastructure-malware/
https://docs.google.com/forms/d/e/1FAIpQLScYE1K0V41aGLxFp-u6GdoTzc4QvLcBpD0PtA8AIjCHWxudRA/viewform?usp=header
https://docs.google.com/forms/d/e/1FAIpQLScYE1K0V41aGLxFp-u6GdoTzc4QvLcBpD0PtA8AIjCHWxudRA/viewform?usp=header


Talk to our team

As the host of the FIRST Technical Colloquium in Paris, we’re inviting speaker proposals.
Submit your proposal →  https://www.first.org/events/colloquia/paris2026/cfs 

STAY SMART. STAY CONNECTED. 
STAY SECURED

https://www.group-ib.com/talk-to-sales/
https://www.first.org/events/colloquia/paris2026/cfs

