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INtroduction

Fraud has become a defining challenge in digital finance. The
growing interconnection of markets, data, and technologies has
created new opportunities for innovation, but also for exploitation.
Yet many organizations still rely on scattered controls and reactive
approaches, which result in delayed detection, increased regulatory
pressure, and financial losses for both institutions and their
customers.

The Unified Counter Fraud Framework (UCFF) was developed to
bring structure and consistency to fraud management. The UCFF
provides a practical, measurable, and intelligence-driven model that
unites governance, risk management, operations, and technology
within a coherent lifecycle. By adopting the UCFF, institutions can
move away from isolated, tool-based processes to a unified system
that connects risk appetite*, strategy, standards, and performance
measurements.

The framework is both strategic and operational. Each of its seven
domains corresponds to a phase in the fraud-control lifecycle, from
leadership commitment to continuous improvement, and includes
specific deliverables, activities, and measurable outputs. The UCFF
can be scaled to different contexts: within a single institution,
across a financial group, or at a national level led by regulators or
central banks.
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*Appendix: UCFF mapping
to ISO 37003:2025 Fraud
Control Management
System (FCMS)
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This document explains why the UCFF is needed, what it delivers,
and how to implement it. It combines conceptual guidance with
practical tools such as the implementation methodology, a maturity
assessment tool, and ISO 37003 mapping*. Together, these elements
form a structured approach to planning, measuring, and governing
fraud risk.

The UCFF is designed for financial institutions seeking to unify fraud,
risk, and cybersecurity practices; for leaders in the fields of fraud,
compliance, and risk who are responsible for detection, prevention,
and governance; for executives and boards requiring visibility and
assurance over fraud-control effectiveness; and for regulators who
define national standards for systemic fraud resilience.

How to use the framework

+ For financial institutions: Apply the UCFF to help design, assess,
and improve your fraud control environment. Each phase
contains deliverables, owners, and metrics for benchmarking
progress.

+ For regulators and supervisors: Use the UCFF as a foundation for
baseline expectations, standard reporting, and comparable fraud
Indicators across institutions.

+ For implementation teams: Follow the methodology and maturity
model to sequence activities, assign responsibillities, and track
continuous improvement.

VWho should use It

The framework will be useful for Chief Risk Officers, Heads of Fraud,
CISOs, Compliance Directors, Audit Leads, and Central Bank
Supervisors responsible for enterprise-level fraud management or
regulatory oversight.
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02 Problem statement

Digital transformation has widened the attack surface across
channels, products, and partners — driving up fraud losses,
compliance exposure, and customer harm. Many organizations
respond with point tools, ad-hoc rules, and siloed teams (fraud
operations, cybersecurity, financial crime, product, and risk). The
result is fragmentation: blind spots, uneven governance,
inconsistent standards, and reactive decisions. Detection is delayed,
false positives stay high, analysts burn out, and avoidable losses
persist — meanwhile, regulators and customers expect
demonstrably effective protection.

Organizations face a consistent
flow of counter fraud challenges:

Overlapping mandates across the lines of defense create
accountabillity gaps, unclear escalation paths, and slow incident

response.
Inconsistent risk Fraud risks are assessed unevenly across channels and new
management products; controls are not consistently mapped to enterprise risk

appetite or key risk indicators (KRIs).

Tool sprawl without Rules, models, and casework proliferate without centralized
lifecycle discipline standards, versioning, performance baselines, or change control.

Limited intelligence Threat intelligence, cyber telemetry, customer data, and fraud
fusion sighals are not integrated end-to-end, which adversely affects
detection quality and slows down response times.

Weak measurement Metrics skew toward volumes over outcomes; executives lack
and reporting transparent, comparable views of risk exposure, control
effectiveness, SLA adherence, and drivers of loss.

Stagnhant learning Findings from investigations, incidents, and audits rarely translate
loop iINnto strategy, standards, training, or investment priorities.
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Missing enterprise
framework and
register

Without a formal Fraud Risk Management Framework and a
centralized Fraud Risk Register, organizations struggle to
understand, prioritize, and communicate fraud risk exposure.

Gaps in control
design and
sustainment

03
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Standardized procedures, defined detection/prevention standards,
and continuous performance monitoring are often not in place or
iInconsistently applied.

Together, these deficiencies entrench reactive operations, raise

regulatory and reputational risk, and hinder the ability to prove that
counter fraud controls are effective at scale.

Why use the UCFF?

The Unified Counter Fraud Framework (UCFF) provides a coherent,
enterprise-wide operating model that integrates governance, risk,
controls, operations, technology, and continuous improvement into a
single lifecycle. By unifying counter fraud strategy and execution,
the UCFF enables organizations to move from reactive, tool-centric
practices to risk-alighed, evidence-driven prevention and response.

At its core, the UCFF operationalizes an end-to-end lifecycle
(Commit » Assess - Plan - Act - Monitor = Report - Improve) with
clear roles, standards, and measurements at each step. Its structure
ensures leadership commitment and policy, rigorous risk assessment
and appetite setting, codified standards (authentication, detection,
prevention, CDD/KYC), disciplined rule/model governance, real-time
monitoring with SLA/KPI tracking, transparent reporting, and a

formalized improvement loop anchored by post-incident reviews and
audit feedback.
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Single accountable
system of control

What the UCFF delivers

Defined ownership, escalation, and a target operating model across
lines of defense.

Risk-first design

Enterprise fraud risk appetite and KRIs cascade to channel/product
standards, procedures, and playbooks.

Lifecycle discipline
for rules and models

Centralized rule library, change control, performance tracking, and
continuous tuning.

Fusion with
cybersecurity and
intel

Integration with SOC, telemetry, and threat intelligence to shorten
time-to-detect and time-to-respond.

Operational
transparency

Standardized management and incident reporting, integrated case
management, and executive dashboards.

Continuous
Improvement

GROUP-IB.COM

Post-incident reviews, optimization cycles, and governance
oversight to adapt to evolving typologies.

The UCFF goes beyond traditional fraud control approaches by
offering a unified blueprint that ties together people, processes, and
technology across multiple organizational layers. Whether
Implemented in a banking institution, government agency, fintech
startup, or global enterprise, the framework provides a scalable
methodology that helps to reduce exposure, increase control
effectiveness, and ensure compliance with evolving regulatory
demands.

UCFF outcomes

Implementing the UCFF yields measurable reductions in false
positives and losses caused by fraud, faster detection and
response, and demonstrable compliance with regulatory
expectations — all the while improving customer trust and
operational efficiency. In short, the UCFF is the organizing
mechanism that turns scattered controls into a coherent capabillity,
ensuring that fraud prevention and response keep pace with the
speed and sophistication of today’s threats.

Unified Counter Fraud Framework O/
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The UCFF at the national level

While the UCFF provides immediate value within a single institution,
Its design also makes it suitable to be adopted in regulations by
central banks and supervisory authorities. Today, many jurisdictions
lack a dedicated anti-fraud framework equivalent to capital
adequacy standards or cybersecurity baselines. This gap means that
financial institutions adopt fragmented, inconsistent practices,
which makes systemic fraud risk harder to detect and control.

The UCFF offers regulators a way to close that gap. By defining a
common language that revolves around risk appetite, tolerance,
thresholds, and key risk indicators, the UCFF can be used to
establish baseline expectations for fraud risk management for all
licensed banks, fintechs, and payment institutions. At a supervisory
level, the UCFF enables:

© Standardized reporting, with comparable fraud metrics across
institutions

© Early warning signals, with sector-wide KRIs that reveal emerging
fraud trends

© Stronger enforcement, with clear benchmarks against which
supervisors can assess whether fraud controls are adequate

© System-wide resilience, with alignment across institutions that
prevents fraud displacement between channels or weaker
players

In this way, the UCFF could serve as the anti-fraud equivalent of
Basel lll or NIST CSF — a reference model that central banks can
mandate, adapt, or encourage to raise resilience across the entire
financial ecosystem.

_—>

07 Improve Commit

Assess

Unified Counter
Fraud Framework

Monitor
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Overview of the UCFF

The Unified Counter Fraud Framework (UCFF) is designed as a
modular and comprehensive architecture to help organizations
address fraud from multiple angles. It serves as a blueprint to align
governance, strategy, operations, and technology under a unified
approach to fraud management. At its core, the UCFF is risk-based,
data-driven, and operationally pragmatic — enabling both large and
mid-sized institutions to assess, build, and continuously refine their
anti-fraud programs.

The UCFF is structured around seven distinct yet interrelated
domains, which collectively form a lifecycle for strategic fraud risk
management. The domains are supported by foundational principles
such as risk ownership, regulatory alignment, cross-functional
collaboration, and performance measurement.

Each domain consists of deliverables, control themes, and capability
milestones that guide implementation and increase maturity.

The UCFF is designed to:

© Establish enterprise-wide fraud governance structures and
accountability

© Conduct holistic, process-focused and channel-oriented
assessments of fraud risk

© Align fraud risk strategy with enterprise goals and compliance
requirements

© Deploy scalable detection and investigation technologies

© Enable real-time monitoring, incident response, and performance
Mmanagement

© Promote transparency through structured internal and regulatory
reporting

© Help refine programmes on an ongoing basis through feedback
loops and data-driven insights

© Empower teams responsible for fraud, compliance, and risk with
standardized guidance and tools

The UCFF serves as both a diagnhostic tool and a strategic roadmap,
guiding institutions at various maturity levels toward a proactive and
resilient fraud management posture. It provides clarity and structure
where there were once silos and fragmented efforts.

GROUP-IB.COM Unified Counter Fraud Framework 09



Domain

Combating fraud
IN / Moves

The following section walks through the Unified Counter Fraud
Framework (UCFF), from first principles to measurable outcomes.
Each “move” explains the why (business rationale) and the what

(representative activities).

Why does it matter?

What do we do?

Commit

Establish leadership
and governance

Reducing fraud in a sustainable way
starts with visible leadership, clear
ownership, and a shared definition of
success. Without executive commitment
and governance, controls drift, priorities
conflict, and accountability blurs.

Formalize the counter fraud program and policy
Define roles and responsibilities across lines of
defense

Design the Target Operating Model with escalation
paths and a clear team structure

Staff the function for capacity

Create an Anti-Fraud Steering Committee. Align
counter fraud operations with financial crime and
cybersecurity governance

ASSess

Understand risk
exposure and
maturity

You can't manage what you can’t see. A
current, evidence-based view of threats
and control maturity unlocks targeted
iInvestments and faster wins.

Establish the Fraud Risk Management Framework
Conduct comprehensive fraud risk assessments
across delivery channels, cyber, products, customer
profiles, and transactions — including "shift-left"
assessments for new products and digital services
Maintain a centralized Fraud Risk Register

Integrate internal/external intelligence, typologies,
and behavioral trends

Define a treatment plan with owners and timelines

Plan

Design the strategy
and standards

Strategy creates links between risk

appetite and day-to-day execution.

Standards turn good intentions into
repeatable practice.

Set a business-aligned counter fraud strategy tied to
enterprise risk appetite

Define fraud risk appetite and KRIls

Document operational procedures across the UCFF
lifecycle

Establish control standards for authentication,
detection, and prevention

Codify CDD/KYC expectations

Roll out tailored training and foster awareness
Formalize internal-fraud controls and Code of
Conduct elements (e.g., segregation of duties,
secondary checks, restricted access)

Deploy whistleblowing/anonymous reporting
Document systems requirements for procurement
and design

Act

Implement
detection and
mitigation controls

GROUP-IB.COM

Effective counter fraud is built in, not
bolted on. Real-time controls reduce
loss and customer friction.

Unified Counter Fraud Framework

Implement scalable, real-time detection platforms;
Enforce a rules-based governance process with
change control and accountability

Maintain a centralized rule library by typology/use
case with performance tracking and update logs
aligned with risk appetite and regulation

Integrate with SOC and threat-intel platforms
Operate tuning, calibration, and feedback loops; and
maintain robust internal-fraud operational controls
(access, SoD, physical security)
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Domain Why does it matter?

What do we do?

Continuous monitoring keeps controls
effective even as products, attackers,
and behaviors evolve.

Monitor

Track system
performance and
operational readiness

Define and test a comprehensive fraud response
plan with clear escalation steps

Publish operational playbooks for common scenarios
Run a documented investigation process

Monitor KRIs and metrics (detection/false-positive
rates, time-to-detect/respond, SLASs, rule
performance)

Provide real-time dashboards for operations and
executives

Decision-makers need timely, consistent
insight to steer investment, satisty
regulators, and build trust.

Report

Enable transparency
and accountabillity

Standardize management reporting

Formalize incident reporting aligned with internal
and regulatory requirements

Operate an integrated case-management system for
end-to-end tracking

Publish KPI reports covering SLAs, loss trends, and
typology insights

Coordinate with Internal Audit for control assurance
and audit planning

Fraud adapts. So do we. Learning loops
preserve ROI and resilience.

Improve

Continuously
enhance and adapt

Unified Counter Fraud Framework

Carry out post-incident reviews with lessons learned
Execute a structured model/rules optimization
process

Institutionalize continuous improvement informed by
SLA/KPI trends, cross-functional feedback (fraud,
cyber, audit, compliance), and threat intelligence/red-
team inputs

Address findings from internal audits and regulators;
and route prioritized enhancements into strategy,
roadmaps, and investment cycles
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Domain

Detalled UCFF

domains activities

The UCFF includes 7 interrelated domains, and each acts as a
critical component of effective fraud risk management. These
domains ensure comprehensive coverage of the fraud lifecycle,
from governance to post-incident improvement. Each domain is
supported by key activities, measurable outputs, and a maturity
lens to guide implementation.

Key activities

Commit

Establish leadership
and governance

Draft a formal Counter Fraud Program Document.

Develop and approve a formal Counter Fraud Policy.

Define Counter Fraud (CF) roles and responsibilities across lines of defense.

Design a Target Operating Model outlining ownership, escalation paths, and team structure.
Create staffing plans and carry out capacity assessments to support ongoing fraud risk
management.

Form an Anti-Fraud Steering Committee (AFSC) or equivalent governance body.

Introduce a formal alignment process between Counter Fraud, Financial Crime, and
Cybersecurity teams.

ASSess

Understand risk
exposure and maturity

Establish a Fraud Risk Management Framework that defines structure, process, and
responsibilities.

Execute a comprehensive Fraud Risk Assessment that covers delivery channel risks, cyber fraud
risks, product-specific risks, customer risk profiles, and transactional fraud exposure.

Conduct fraud risk assessments for NEW products, delivery channels, and digital services during
development cycles.

Maintain a centralized, formal Fraud Risk Register.

Develop a treatment plan with mitigation actions, owners, and timelines.

Integrate fraud intelligence (internal and external) into the assessment.

Apply typologies, threat landscapes, and behavioral trends to help guide priorities.

Plan

Design the strategy
and standards

Develop a Business-Aligned Counter Fraud Strategy linked to enterprise risk appetite.

Define and approve Fraud Risk Appetite.

Define and approve Key Risk Indicators (KRIs) to measure and evaluate the organization’s position
against the agreed Fraud Risk Appetite and manage expectations.

Document operational Counter Fraud Procedures aligned with the policy and UCFF lifecycle.
Define and implement Counter Fraud Standards that cover authentication (e.g., MFA, biometrics),
detection (e.g., rule-based and behavioral analytics), and prevention (e.g., access controls, session
monitoring).

Establish Customer Due Diligence (CDD) and Know Your Customer (KYC) standards.

Deliver a tailored Fraud Training & Awareness Program for employees and stakeholders.

Define and approve internal fraud control standards, Code of Conduct, and risk mitigation
expectations (segregation of duties; secondary checking of control operation; restricting access to
sensitive and customer information).

Deploy whistleblower and anonymous reporting mechanisms.

Document Fraud System Requirement Specifications for procurement and design.

Act

Implement detection
and mitigation controls

GROUP-IB.COM

Implement real-time, scalable fraud detection systems.

Implement and maintain internal fraud operational controls (e.g., access restrictions, segregation of
duties, physical security).

Design and enforce a Rules Governance Process with change control and accountability.

Develop and maintain a centralized Fraud Rule Library (organized by typology, use case,
performance tracking, and update logs) aligned with fraud appetite and regulatory expectations.
Integrate with cybersecurity monitoring, SOC, and threat intelligence platforms.

Deploy tuning, calibration, and feedback mechanisms for optimization.
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Domain

Key activities

Monitor

Track system
performance and
operational readiness

Develop and test a comprehensive Fraud Response Plan with clear escalation protocols.
Create operational playbooks for common fraud scenarios.

Monitor Key Risk Indicators (KRIs) to measure and evaluate organizational performance against the

agreed Fraud Risk Appetite.
Establish a fraud investigation process with defined roles and documentation standards.
Implement metrics-driven monitoring: detection and false positive rates, time-to-detect and time-

to-respond, SLA and rule performance tracking real-time dashboards for operational and executive

stakeholders.

Report

Enable transparency
and accountability

Implement standardized management reporting processes and templates.

Establish a fraud incident reporting process aligned with internal and regulatory protocols.
Deploy an integrated case management system for end-to-end fraud tracking.

Regular publication of Fraud KPI Reports including SLA, loss trends, and typology insights.
Coordination with the Internal Audit team for fraud control assurance and audit planning.

Improve

Continuously enhance
and adapt

GROUP-IB.COM

Draft post-incident review reports to highlight any lessons learned.

Execute a fraud detection system optimization process focused on performance and threat
evolution.

Set up a continuous improvement process informed by SLA and KPI trends, cross-functional
feedback (fraud, cyber, audit, compliance), threat intelligence and red team input.

Process and implement internal audit findings and regulator feedback.

Ensure oversight by governance bodies (e.g., Fraud Risk Committee) to prioritize improvements.
Integrate improvements into strategic plans and investment cycles.

Unified Counter Fraud Framework
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06 UCFF
Implementation

methodology

Implementing the Unified Counter Fraud Framework (UCFF)
requires a structured, phased approach tailored to an organization’s
size, risk profile, and operational maturity. The methodology is
grounded in cross-functional collaboration, change management
principles, and measurable performance tracking. A typical
Implementation roadmap includes the following stages:

C
01 Mobilization &
Stakeholder Alignment

[
07 Monitoring &
Improvement [
02 Current State
Assessment
N L
06 Rollout & Change O3 Tailoring of the
Management UCFF Framework
- C
05 Technology & 04 Roadmap
Data Enablement Development

GROUP-IB.COM Unified Counter Fraud Framework 14



01 Mobilization
& Stakeholder
Alighment

© Establish a cross-functional project team including representatives from teams dealing with fraud,
risk, cybersecurity, compliance, and operations.

© Define the roles, timelines, and sponsorship needed for UCFF implementation.

© Conduct stakeholder engagement workshops to align goals and clarify expectations.

02 Current State
Assessment

© Perform an assessment of baseline fraud capability using the UCFF maturity model.
© ldentify gaps in governance, systems, people, and processes.
© Benchmark against industry standards and regulatory expectations.

O3 Tailoring of
the UCFF

© Customize the framework domains to the organization's specific fraud landscape and
business model.

© Prioritize implementation activities based on risk exposure, regulatory urgency, and
available resources.

04 Roadmap
Development &
Control Design

Develop a multi-phase implementation roadmap with short-, medium-, and long-term objectives.
Design target-state controls, workflows, and detection models aligned with UCFF domains.
ntegrate with existing GRC, AML, and cybersecurity programs where applicable.

05 Technology &

Data Enablement

© Evaluate and select fraud detection platforms, data sources, and integration architectures.

© Implement systems and analytics capabilities to support real-time monitoring and automated
response.

© Ensure alignment between data governance and data privacy.

06 Rollout & Change

Management

mplement controls, processes, and reporting frameworks across business units.
Raise awareness and deliver targeted training to operational, compliance, and executive teams.
_aunch pilot programs to validate and refine implementations.

07 Monitoring,
Evaluation &
Continuous
Improvement

GROUP-IB.COM

Unified Counter Fraud Framework

© Establish KPls, dashboards, and review cycles to track program effectiveness.
© Conduct periodic maturity reassessments.
© Integrate lessons learned into a structured improvement cycle.

Following the above methodology ensures that the UCFF is
embedded sustainably into the organization’s risk management
culture and operations.
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O/ Maturity
assessment tool

This section introduces a structured questionnaire-driven maturity
assessment that shows customers how to benchmark their fraud-
control capability against the Unified Counter Fraud Framework
(UCFF). The model mirrors the UCFF’s seven lifecycle domains
(COMMIT, ASSESS, PLAN, ACT, MONITOR, REPORT, IMPROVE),
which means that the results highlight the strengths and gaps
across governance, risk, and operations, and reveal the scope for
continuous improvement.

The UCFF uses a five-level maturity scale (0-4) as part of this
assessment: (O) Not in Place, (1) Ad-hoc, (2) Developing, (3)
Established, and (4) Optimized. Organizations can use the scale for
baselining, roadmap planning, and demonstrating progress to
executives and regulators. This maturity model provides actionable
guidance on how to elevate fraud risk posture across all UCFF
domains.

Optimized
Regularly measured, improved, and aligned with

enterprise strategy and risk insights.

Established 03

Clear and structured processes exist. They are
applied consistently and monitored regularly.

Developing 02

Some controls or practices are in place but they remain
informal or applied inconsistently.

Ad-hoc/Initial 1
Activities are reactive, inconsistent, or carried out

only in some areas. No formal process.

Assessment We recommend running the questionnaire at the mobilization

cadence phase and then periodically as part of program review, consistent
with the UCFF’'s implementation methodology that calls for periodic
maturity reassessments.

GROUP-IB.COM Unified Counter Fraud Framework 16



Assessment Area

Structure of the questionnaire

Each UCFF domain contains 6-12 guestions mapped to control
outcomes and evidence. The questionnaire produces a concise,
decision-ready snapshot of UCFF maturity: an overall score (0-4),
domain-level scores for the seven UCFF areas, and a visual gap-to-
target view (e.g., radar chart) that makes strengths and weaknesses
immediately obvious. The radar chart contrasts current UCFF
maturity (blue) against the target state shown as the outer grey
segments

Assessment Question

01 Commit

Anti-Fraud
Program

Has your organization developed and formally approved a comprehensive Counter-Fraud
Program Document that defines vision, scope, policies, and responsibilities?

Formal Anti-Fraud
Policy

Has your organization developed a formal Anti-Fraud Policy and formally approved by the board?

Is the policy reviewed and updated at regular intervals (e.g., annually) or in response to
significant regulatory/operational changes?

Is the policy communicated to all relevant staff and stakeholders?

Roles And
Responsibilities

Are fraud-related roles and responsibilities clearly defined for all levels
(Board, Executives, Managers, and Operations)?

Target Operating
Model

Do you have a Target Operating Model (TOM) in place that defines the structure, functions, and
reporting lines for counter-fraud activities?

Steering Committee

Has a dedicated Anti-Fraud Steering Committee (AFSC), (or equivalent) been formally
established and documented with terms of reference and objectives?

Does the AFSC meet on a regular basis and include representation from fraud, risk, compliance,
audit, Cybersecurity, Operations, IT, and legal functions?

Does the fraud function report independently to a senior executive, audit committee, or Board
(to avoid conflicts of interest)?

Staffing [Capacity
Planning

Is the counter-fraud function appropriately staffed based on risk exposure, workload, and
specialization requirements ?

Is there an annual capacity planning process to review workload, resource needs, and upskilling
plans for the fraud team?

Cross-Functional
Alighment Process

GROUP-IB.COM

Do you have a formal mechanism or working group in place to align activities between
Fraud, Financial Crime, and Cybersecurity functions?
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Assessment Area

Assessment Question

02 Assess

Fraud Risk Management

Has the organization defined and formally approved a Fraud Risk Management Framework that

Framework outlines principles, responsibilities, assessment methodology, and response protocols?
Fraud Risk Has a comprehensive, enterprise-wide fraud risk assessment been conducted covering key fraud
Assessment categories such as product, customer, transaction, internal, and delivery channel risks?

Are fraud risks mapped to business processes, systems, payment flows, and digital channels
(e.g., e-banking, mobile, APl integrations)?

Is there a formal process to conduct fraud risk assessments for all new products, services,
delivery channels, and digital offerings during their development or change cycles?

Are Anti-Fraud, Compliance, and Cybersecurity functions involved in the review and sign-off
process for new products and channels?

Are third-party vendors and partners regularly assessed for fraud risk exposure?

Fraud Risk Register

Are fraud risks documented in a formal, centralized risk register that includes owner, impact
rating, and control status?

Are identified fraud risks assighed actionable mitigation plans reviewed and approved by relevant
business units or owners?

Is the fraud risk register reviewed periodically (e.g., quarterly or bi-annually) with updates
from business units and incidents?

Fraud Intelligence

03 Plan

Counter-Fraud
Strategy

GROUP-IB.COM

Does the organization collect, monitor, and analyze internal and external fraud intelligence
for early threat detection and adaptive response?

Are there formal fraud intel-sharing agreements with key vendors and banks?

Does the organization have a formally documented counter-fraud strategy that outlines goals,
priorities, and risk appetite?

Is the fraud strategy aligned with the organization’s broader business strategy, digital
transformation, and risk management objectives?

Has the strategy been approved and endorsed by senior leadership or the board of directors?

Were key stakeholders (fraud, cyber, legal, operations, audit, product) involved in developing
the strategy?

Is the counter-fraud strategy integrated into the enterprise risk management (ERM) and
governance frameworks?

Does the strategy account for required resources, staffing, systems, and budget to achieve
objectives?

Does the strategy incorporate regulatory expectations (if any)?

Is the counter-fraud strategy reviewed and updated periodically to reflect evolving threats
and organizational changes?

Unified Counter Fraud Framework 18



Assessment Area Assessment Question

Fraud Risk Has your organization documented a Fraud Risk Appetite Statement approved by senior
Appetite/KRI's management or the governing board?

Is the Fraud Risk Appetite statement linked to your overall enterprise risk appetite and strategic
objectives?

Have you identified tolerance levels for different fraud types?

Are Key Risk Indicators (KRIs) defined to measure performance against the agreed
Fraud Risk Appetite?

Are KRIls assighed to owners with clear accountability for monitoring and reporting?
Are thresholds or tolerance levels defined for each KRI, with escalation protocols?

Is there a formal review process for updating the Fraud Risk Appetite and KRIs (e.g., annually
or after major incidents)?

Fraud Risk Control Are Authentication standards idefines the baseline requirements for authentication within
Standards the Bank environment banking systems (Transactional & behavioral)

Are real-time fraud detection standards defined for transaction
monitoring, pattern recognition, rule-based alerts, or machine learning
models?

Are fraud prevention standards defined for activities such as device
fingerprinting, IP intelligence, SIM swap detection, and bot prevention?

Internal Fraud Has the organization developed a documented internal fraud control standard outlining
Controls minimum control expectations?

Is there a formally approved Code of Conduct that addresses integrity, ethical behavior, and
fraud prevention?

Are risk mitigation measures clearly defined, including segregation of duties, secondary checks,
restricted access, and physical security controls?

Is there an internal, anonymous, and protected whistleblowing channel for reporting suspected
fraud?

Does the whistleblower mechanism comply with regulatory guidance and offer protections
against retaliation?

Fraud Systems Has the organization defined a formal set of business and technical requirements for fraud
Requirements systems (e.g., detection, alerting, case management)?

Specifications - | | | |
Do specifications consider compliance/regulatory requirments (if any)

Do the specifications cover all relevant use cases (e.g., onboarding, login, payments, internal
fraud, third-party fraud)?

Are requirements defined for detection capabilities (rules, models), alert generation, escalation
workflow, and user roles?

Are non-functional requirements specified (e.g., latency, availability, data throughput, SLA
compliance)?

Are data integration specs outlined (e.g., which internal/external data feeds are required for
analytics, real-time detection)?

Are integration requirements defined for core banking, identity systems, KYC/CDD, SOC/SIEM,
and cybersecurity tools?

Are requirements defined for investigation workflows, audit logs, tagging, and evidence
attachments?

Are system scalability, disaster recovery, and redundancy requirements included?

Is there a formal review and sign-off process involving fraud, IT, compliance, operations,
cybersecurity, AML/CTF and business units?

GROUP-IB.COM Unified Counter Fraud Framework 19



Assessment Area Assessment Question

Operational Does the organization have a documented set of operational Anti-fraud procedures that
Procedures align with the approved Counter-Fraud Policy?

Do procedures clearly define roles, responsibilities, and escalation paths for fraud
prevention, detection, and investigation activities?

Do the procedures include specific fraud typology handling guidelines (e.g., ATO, social
engineering, insider fraud)?

Do the procedures include required fraud systems health checks?

Are procedures integrated with related processes such as AML/CTF, cybersecurity incident
response, and compliance monitoring?

Are procedures accessible to all relevant teams (e.g., fraud, operations, compliance, IT)?

Fraud Awareness |s a structured fraud training and awareness program in place for employees, customers
Training and 3rd parties?

Are training sessions conducted at regular intervals to communicate operational procedures?

Is the awarenss program updated based on emerging threats and new risks (e.g., scams,
phishing, synthetic identity)?

04 Act

Fraud Detection Systems Were business and technical requirements formally defined before
Implementation Process iImplementation of the fraud detection system?

Was the system integrated with key data sources (e.g., customer profiles,
transactions, device data, geolocation)?

Does the system support real-time detection and alerting for high-risk
activities and transactions?

Were rules or machine learning models customized and validated for
the organization's fraud risk profile?

|s a fraud risk scoring engine used to prioritize alerts based on severity and likelihood?

|s the detection system integrated with a case management platform
for investigation and resolution?

ls the system interoperable with existing IT security tools (e.g., SIEM, IAM, SOC tools)?
Are access controls and audit logs in place to prevent misuse or tampering of detection logic?

Are fraud alerts routed to the appropriate teams with workflows for triage,
escalation, and closure?

Was the system tested in a controlled environment (UAT) prior to going live?

Was a post-implementation review (PIR) conducted to identify gaps or
improvement opportunities?

Were end users (fraud analysts, investigators, risk teams) trained on how to use the
system effectively?

Is there a documented plan for ongoing support, tuning, and optimization of the system?

Internal Fraud Are access restrictions in place to prevent unauthorized entry to sensitive systems,
Controls customer data, and high-risk processes?
Impelementation

ls segregation of duties (SoD) implemented for high-risk activities (e.g., payments,
onboarding, system changes)?
Are secondary checks or approvals required for sensitive transactions or control operations?

Are there physical security measures to protect sensitive areas (e.g., secure rooms,
safes, surveillance cameras)?

Are access rights reviewed periodically to ensure alignment with role requirements?
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Assessment Area

Assessment Question

Rules Governance
Process

Is there a documented fraud rule governance process that defines ownership, lifecycle,
approval, and review responsibilities?

Is there a formal review and approval process before new rules are deployed or
existing ones modified?

Are new or updated rules tested in a staging/UAT environment before going live?

Are all active rules reviewed periodically (e.g. quarterly or bi-annually) for performance
and relevance?

Are key rule metrics (e.g., false positive rate, hit rate, conversion rate) monitored and reported?

|s there a defined process for decommissioning ineffective or outdated rules?

Fraud Rule Library

05 Monitor

Fraud Response
Plan & Playbooks

Is there a centralized, well-maintained library of all active fraud detection rules with descriptions
and use cases?

Are rules mapped to a comprehensive range of use cases, including: Fraud typologies/
Compliance-driven [Risk Mitigation Objectives [Industry Best Practices [System Health
Monitoring

Does the rule library contain metadata (e.g., creation date, owner, last review date, risk severity)?
Is there a process in place to avoid duplication and overlap between rules?

Are thresholds and scoring models periodically tuned based on fraud trends
and analyst feedback?

Has the organization developed a formal fraud response plan that defines roles, escalation
thresholds, and coordination processes?

Are specific individuals or teams designated to lead and coordinate fraud responses?

Are fraud playbooks available for high-risk scenarios (e.g., phishing, ATO, internal fraud,
SIM swap)?

Are playbooks tested through simulations or red team exercises to validate readiness?

Does the response process include coordination with legal, IT, compliance, cyber, and external
agencies?

Fraud Investigation
Standards

Are there documented standards for conducting fraud investigations (e.g., process steps,
evidence handling, timelines)?

Are investigation workflows based on alert severity, customer impact, or financial exposure?
Are investigation case files supported by structured evidence collection and audit trails?
Are digital forensics or data recovery capabilities available for complex fraud cases?

|s there a defined procedure for case closure, documentation, and management sign-off?

KRI Monitoring

Are KRI values monitored at regular intervals (daily, weekly, monthly)?
Are KRI breaches automatically flagged and escalated?

Are KRIs reviewed and updated to reflect emerging fraud trends?

Fraud Systems
Health Checks

GROUP-IB.COM

Do you perform daily system health checks ensuring all required
services and applications are running?

Can you verify Data Integrity, Availability & Timeliness?
Are daily backups performed and verified?
Are software updates and security patches applied in a timely manner?

|s there a daily operational health report prepared?
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Assessment Area

Assessment Question

Fraud Systems
Performance
Metrics

06 Report

Fraud Incident
Reporting Process

Are metrics tracked for fraud detection effectiveness (e.g., true positives, false positives)?
Are alert trends and volumes monitored over time to assess load and tuning needs?

Is the average time between suspicious activity and detection measured?

|s time-to-response from alert triage to action tracked and measured against SLAs?

Are investigation closure timelines tracked and used to evaluate investigation efficiency?
Are individual fraud rules or models evaluated for precision, recall, and hit rates?

Are metrics in place to track alerts/investigations per analyst and case backlog trends?
Are KPI dashboards available to senior leadership for fraud performance monitoring?

Are metrics used to inform model tuning, rule updates, and training priorities?

Does the organization have a defined fraud reporting framework for executives, boards, and
operational teams?

Are standardized templates used for fraud reporting (e.g., KPl dashboards, board
summaries, thematic analysis)?

Are fraud reports issued on a recurring schedule (e.g., monthly, quarterly)?

Do management reports include fraud trends, emerging threats, and systemic gaps?

Are reporting templates aligned with regulatory expectations (if any)?

Is there a documented process for reporting internal and external fraud
incidents?

Are relevant regulators (e.g., law enforcement) notified in line with time-sensitive obligations?
Are incidents classified by type, channel, customer impact, and financial exposure?
Are clear escalation criteria and thresholds defined for high-severity incidents?

Are root causes and control failures included in incident reporting?

Case Management

Centralized case System. Is a centralized fraud case management platform used to track
investigations from detection to closure?

Audit Trail. Does the system maintain a full audit trail of actions, notes, decisions, and evidence?
SLA Monitoring. Are case investigation timelines monitored against service level agreements?

Data Privacy Controls. Are access rights and data security controls enforced in the case
management system?

Internal Audit
Process

GROUP-IB.COM

Does internal audit periodically review fraud risk controls and detection systems?
Do fraud and audit teams collaborate on risk reviews and testing procedures?
Are audits conducted independently, with objective challenge to control owners?
Are audit findings related to fraud followed up and tracked to closure?

Is the frequency of audits based on fraud risk exposure and control maturity?
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Assessment Area Assessment Question

O/ Improve

Post-Incident Is there a formal policy requiring a post-incident review for major or repeat fraud cases?
Review (PIR) Reports

Are PIRs supported by structured root cause analysis frameworks (e.g., 5 Whys, RCA matrix)?
Do PIRs lead to documented action items for control improvement, rule changes, or training?

Are PIRs reviewed and signed off by relevant stakeholders (e.g., fraud,
IT, compliance, senior risk owners)?

Are lessons from multiple incidents aggregated to detect systemic control weaknesses
or fraud themes?

Detection Systems Are fraud detection rules and models reviewed periodically for false positives,
Optimization & precision, and recall?
Improvement

|s analyst/investigator feedback captured to adjust thresholds, risk scoring, and alert logic?
Are new fraud typologies or intelligence sources used to inform rule/model updates?

|s detection system performance benchmarked (e.g., latency, alert volume,
conversion rate)?

Does the organization use automated tuning, ML retraining, or risk scoring
calibration processes?

Are historical versions of rules/models maintained to track improvements and rollback
changes if needed?

Fraud Program Is there a documented fraud detection improvement plan, backlog, or roadmap updated
Continuous at regular intervals?
Improvement

s continuous improvement coordinated across fraud, cyber, compliance, product,
and audit teams?

|s there a governance body (e.g., fraud risk committee) overseeing the continuous
improvement process?

Are detection and response enhancements prioritized based on performance KPls
and SLA breaches?

Are improvements funded, staffed, and tracked as strategic fraud risk initiatives?

Are internal audit and regulatory observations included in improvement planning?

System |s there a process to review, approve, and tune fraud detection rules regularly?
Performance

Optimization Are internal and external fraud intel feeds integrated into rules and decisions?

Are detection models continuously refined with emerging fraud data?
Is the fraud detection infrastructure scalable for real-time spikes and new vectors?

Are real-time fraud dashboards available to decision-makers and analysts?
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Fraud Maturity Radar
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06 Report

0/ Improve

05 Monitor

Unified Counter Fraud Framework

01 Commit

04 Act

02 Assess

03 Plan
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08 Conclusion

Fraud is no longer a line-item loss but a systemic risk to financial
stability and customer trust. The Unified Counter Fraud Framework
(UCFF) provides a practical, unified model that integrates strategy,
operations, and oversight, helping organizations to reduce losses
and restore confidence in digital finance.

© For financial institutions, the next step is clear: adopt the UCFF
as your baseline, conduct a maturity assessment, and align
fraud risk appetite, tolerances, thresholds, and Key Risk
Indicators (KRIs). Proactive adoption reduces exposure and
demonstrates resilience to customers, investors, and
supervisors.

© For central banks and regulators, the lack of a dedicated anti-
fraud framework remains a critical gap in safeguarding the
financial ecosystem. The UCFF can fill this gap by serving as a
sector-wide standard, ensuring consistency, comparabillity, and
systemic resilience across licensed institutions. Just as Basel |l
set a global baseline for capital adequacy, the UCFF can serve
as the fraud resilience equivalent. We call on supervisors to
endorse the UCFF as the common language of fraud risk, and
on financial institutions to adopt it proactively.

Together, we can strengthen defenses, protect consumers, and
preserve trust in the financial system. The time to act is now.

Group-IB experts developed this Unified Counter Fraud Framework based on global best practices,
regulatory mandates, and decades of our hands-on experience protecting businesses through
Fraud Protection deployments and consulting engagements. We help organizations apply the UCFF
across the full fraud lifecycle, from governance and maturity assessment to operational execution.

Through our anti-fraud consulting services, we support the implementation and optimization

of real-time detection capabillities, disciplined rules and model governance, integrated response and
investigation workflows, and performance-driven monitoring and reporting aligned with fraud risk
appetite and regulatory expectations. Organizations get actionable assessments, formal
documentation, operational playbooks, dashboards, and structured knowledge transfer, which enables
teams to independently manage detection, response, reporting, and continuous improvement.

If you want to assess or develop your counter fraud program in accordance with UCFF,
we would be happy to help.

Talk to our experts =
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Appendix

Glossary

Below Is a list of terms and their definitions as used In this Framework.

Domain

Commit

Governance, leadership,

and accountability

Assess

Fraud risk assessment

and evaluation

GROUP-IB.COM

Fraud Governance

Definition

The structure and processes by which oversight of
fraud risk management is established, including
policies, roles, and accountability mechanisms.

Anti-Fraud Steering
Committee (AFSC)

A cross-functional body responsible for strategic
oversight of the fraud risk management program,
iIncluding escalation, reporting, and
iInterdepartmental coordination.

Tone at the Top

Leadership’s commitment to ethical behavior,
transparency, and fraud risk control that influences
organizational culture.

Target Operating
Model (TOM)

Fraud Risk Assessment
(FRA)

A blueprint that defines fraud function roles,
responsibilities, reporting lines, and system
Interactions.

A systematic process to identify, evaluate, and
prioritize potential fraud risks across the
organization.

Fraud Risk Appetite

The level and type of fraud risk an organization is
willing to accept in pursuit of its objectives.

Fraud Risk Register

A centralized repository of identified fraud risks,
including risk owner, likelihood, impact, existing
controls, and treatment plans.

Inherent Risk

The level of fraud risk in the absence of any
mitigating controls.

Residual Risk The remaining fraud risk after controls have been
applied.
Product/Customer/ Categories of fraud risks associated with products

Channel Fraud

(e.g., loans), customer types (e.g., corporate vs.
retail), delivery channels (e.g., online), or transaction
methods.

Fraud Intelligence

Unified Counter Fraud Framework

Insights and data from internal and external sources
about known or emerging fraud methods, used to
enhance detection.
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Plan

Strategy, standards, and
prevention

Act

Detection, response, and
control execution

Monitor

Metrics, alerts, and
oversight

Counter Fraud Strategy

A documented plan that aligns fraud risk
mitigation with business goals, including
objectives, resources, and KPlIs.

Fraud Prevention
Standards

Prescriptive guidelines on how to design,
Implement, and maintain fraud controls, such as
authentication, KYC, and system access.

Fraud Detection
Standards

Structured guidelines that define how fraud should
be identified, monitored, and escalated using rules,
risk scoring, and alert handling processes.

Customer Due Diligence
(CDD)

The process of verifying customer identity and
assessing risk before and during the business
relationship.

Know Your Customer
(KYC)

A foundational anti-fraud and AML control that
requires confirming the identity of the customer and
any beneficial owners.

Whistleblower
Mechanism

Detection, response, and
control execution

An internal system that allows for anonymous
reporting of suspected fraud or misconduct, usually
protected from retaliation.

Technology platforms that monitor transactions,
user behavior, and data anomalies to identify fraud
signals.

Fraud Rule Library

A collection of configurable rules used in
detection engines to trigger alerts based on
known fraud patterns.

Case Management

The end-to-end process of investigating,
documenting, and resolving suspected fraud
iIncidents.

Fraud KPls

Real-Time Monitoring

Key Performance Indicators used to measure the
effectiveness of fraud detection, investigation, and
prevention (e.g., detection rate, false positives, TTR).

Continuous system surveillance and alerting to
detect fraud patterns with minimal latency.

Behavioral Analytics

Advanced analysis of user behavior (e.g., login
times, device changes) to detect deviations that
could signal fraud.

Fraud Response Plan

A predefined plan outlining roles, escalation paths,
and procedures for handling confirmed or
suspected fraud events.

Fraud Playbook

Unified Counter Fraud Framework

A step-by-step action guide for responding to
specific fraud scenarios (e.g., phishing attack, ATO,
internal fraud).
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Report

Internal and external
communication

Improve

Learning, optimization,
and innovation

GROUP-IB.COM

Fraud Incident Report

A structured record of a fraud event including
details of impact, root cause, controls failure, and
actions taken.

Management Reporting
Templates

Standardized formats used to communicate fraud
trends and incidents to executive stakeholders.

Regulatory Reporting

Mandatory disclosure of fraud incidents to external
regulators (e.g., central banks, FIUs, compliance
authorities).

Audit Trall

Post-Incident Review

A chronological record of system activities and
iInvestigation actions that ensure traceability and
accountability.

A retrospective analysis conducted following a
fraud incident to identify root causes, gaps, and
Improvement opportunities.

Model Optimization

The process of refining detection algorithms and
rules to improve precision and recall and to
reduce false positives.

Continuous Improvement
Process

A structured approach to incrementally enhance
fraud detection and prevention capabilities over
time.

Fraud Threat Hunting

Unified Counter Fraud Framework

A proactive approach to uncover previously
undetected fraud tactics, techniques, and
behaviors.
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Risk appetite, risk tolerance, risk
threshold and key risk indicators

The UCFF frames four building blocks that keep fraud risk both
Intentional and measurable.

© Risk appetite is the enterprise-level ceiling: a clear statement,
approved by leadership, of how much fraud exposure and
customer friction the organization is willing to accept in pursuit
of its objectives.

© Risk tolerance translates that ceiling into operating ranges for
each product or line of business, reflecting their volume, risk
profile, and capacity; these are the guardrails within which
teams should manage outcomes.

© Risk thresholds are the concrete trigger points embedded in
controls and workflows (e.g., velocity limits, challenge rules) that
lead to specific actions such as step-up, review, or block;
thresholds operationalize tolerances in day-to-day operations.

© Key Risk Indicators (KRIs) are the dials that are monitored to
confirm that thresholds are producing results within tolerance
and, collectively, within appetite (e.qg., loss rate in bps, challenge
rate, false-positive decline rate, time-to-resolve). When KRIs drift
to amber or red, thresholds are tuned; persistent breaches
prompt tolerance reviews and, iIf necessary, revisions to the

enterprise appetite.

These four concepts — risk appetite, risk tolerance, risk thresholds,
and key risk indicators — form a structured framework for
governing fraud risk. Yet for many stakeholders, the relationship
between them can feel abstract. To make it more tangible, the
concepts can be compared to a familiar everyday experience:
driving a car and watching the speedometer.

© The enterprise’s risk appetite is like the official speed limit sign
on the highway — it sets the maximum acceptable boundary for
everyone.

© Each business unit’s risk tolerance corresponds to the green
band on the speedometer, namely the safe zone for that
particular route or car.

© Risk thresholds are the beep and limiter marks on the dial: at a
certain point (e.g., 110 km/h) the car emits a warning, and at
another point (e.g., 120 km/h) the limiter kicks in to prevent
crossing the absolute ceiling.

© Finally, the Key Risk Indicators (KRls) are the needle and digital
readout — the live measurement of current speed, showing In
real time whether we are within the green band, drifting toward
amber, or breaching into red. Just as drivers respond to the
needle and alerts to stay safe, fraud teams use KRIs to tune
thresholds, ensure that tolerances are respected, and escalate if
the enterprise appetite is at risk of being breached.
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Key Risk Indicator

110

120

How It works

Thresholds

The company/regulation The car has automatic triggers:
sets a ceiling: “No one “Beep at 110; cut power at 120.”
over 120.”
O1 03
O O e () S (| e
02 04

Risk Tolerance
B Risk Threshold
B Risk Appetite

140

Group-IB, 2026

Each department is given a You watch the needle to
safe band: “On this route, keep within the band. If it
stay between 95 and 110.” sits in amber/red, you react.

GROUP-IB.COM Unified Counter Fraud Framework

30



Plan

Assess/Plan
(per LOB)

Act

Monitor/Report

Improve

GROUP-IB.COM

Where the UCFF fits

Just as the wiring behind a car’'s dashboard makes the speed limit
sign, green band, warning beeps, and needle work together as one
system, the UCFF is the wiring that unifies appetite, tolerance,
thresholds, and KRIs into a single, coherent fraud-risk framework.

Define and approve the Fraud Risk Appetite and the KRIs that will be
used to measure positions against it.

Use the fraud risk assessment and the centralized risk register to set
tolerances that are realistic for each LOB/product while still honoring
the enterprise appetite.

Encode thresholds in rules/models and manage them via a formal
rules-governance process explicitly aligned with the stated appetite.

Track KRIs/KPIs (loss rate, FPR, TTD/TTR, rule/model performance)
and escalate threshold breaches; report status to management.

When thresholds are repeatedly breached or tolerances are
routinely hit, run PIRs, tune models/rules, and (if needed) recommend
revisiting LOB tolerances or the enterprise appetite.
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UCFF mapping to ISO 37003:2025
Fraud Control Management System
(FCMS)

To ensure alignment with global standards, the Unified Counter Fraud
Framework (UCFF) maps its seven domains to the ISO 37003:2025
Fraud Control Management System (FCMS). This mapping aligns the
UCFF's seven core domains with the corresponding clauses,
principles, and expectations set forth in ISO 37003.

Phase UCFF elements Alignment with ISO 37003
01 Commlt Leadership accountability Clause 4.1-4.4 - Understanding organizational context, setting FCMS scope
Target Operating Model Clause 5.1 - Leadership commitment by top management

02 Assess

03 Plan

04 Act

05 Monitor

06 Report

07 Improve

GROUP-IB.COM

and governing bod
Governance roles (AFSC, fraud ownership) Joverning y

Clause 5.3 - Definition of fraud roles and responsibilities
Tone from the top

Fraud risk assessment (FRA) framework Clause 4.5.1 - Systematic assessment of fraud risks

Conduct fraud risk assessment (FRA) Clause 4.5.2 - Coordination with other risk management functions
Centralized risk register and treatment plans Clause 6.1/6.3 — Actions to address risks and opportunities

FRA for new products/channels before going live Annex B.1 - PESTLE for contextual risk analysis

Integration of typologies and intelligence

Strategic plan linked to risk appetite and KRIs Clause 5.2 - Fraud control policy with defined consequences

Counter fraud standards (KYC, authentication, Clause 6.2 - Fraud control objectives and planning

revention, detection) o
; Clause 7.3 — Awareness and training for personnel

Planning fraud system requirements and business associates
Internal-control standards and Code of Conduct Clause 7.5 - Documented procedures including whistleblowing policies
Whistleblower programs Clause 8.2.2-8.2.4 [ 8.2.10 - Integrity framework, internal controls,

.. . Conflict of interest management
Training and awareness-raising plans

Clause 8.3.6 | Fraud reporting (for whistleblowin
Documented operations procedures u [ Fraud reporting (for whi wing)

Implementation of fraud detection systems Clause 8.2.1-8.2.10 - Preventive controls: detection systems,

. L screening, asset protection
Operationalize internal controls

, Clause 8.2.4-8.2.5 - Internal control environment and pressure testing
Rules library and change control governance

Clause 8.2.9 - Technology-enabled fraud prevention
Cybersecurity and SOC integration Y 9y ud preventi

8.3.5 - Dat lytics for detecti A B
Calibration of models and controls ata analytics for detection (Annex B

Clause 5.3.3-5.3.5 - Fraud function, ISMS, and audit integration

Response plan and escalation; playbooks; Clause 9.1 - Monitoring, analysis and evaluation

iInvestigation process
: > Clause 8.4.10-8.4.11 - Fraud event register and incident analysis

Metri d dashboard .g., fal it ., SLA o
Strics an ZEMORAIES ([BE. TAISE Poslives ) Clause 8.4.16 - Post-incident control assessment

Monitoring effectiveness of

: Clause 9.1-9.2 - Monitoring/measurement
detection and response

Standardized regulatory and internal reporting Clause 8.4.9-8.4.12 - Internal and external fraud reporting
Standardized management reporting and KPls Clause 8.4.14 - Response to business associate fraud

Integrated case management Clause 9.1 [ 9.4 - KPI analysis & management review (inputs/outputs)
Internal audit coordination Clause 9.2 - Internal audits of FCMS

Post-incident reviews and lessons learned Clause 10.1 - Continual improvement

Detection systems optimization Clause 10.2 - Corrective actions based on nonconformities
Continuous improvement via SLA/KPI Clause 8.4.16 - Assessing internal controls post-fraud

trends and cross-functional feedback:

internal audits and audits by regulators Clause 8.4.18 - Disruption of ongoing fraud as an alternative to investigation

Clause 9.4 - Management review as part of improvement process
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